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1

After reading this ebook you will find out:
1.

What is blockchain and what makes it work.

2.

Why blockchain will change the enterprise and the world in a full-scale
transformation.

3.

How do Smart Contracts work, and what are their benefits.

4.

What are real-life applications of blockchain across industries.

5.

How many types of blockchain exist, and how do they differ.

6.

What expertise is required to build a blockchain.

7.

How to start with your own blockchain.
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INTRODUCTION
Blockchain is similar to a device you know — the iPhone. Like Apple’s flagship
product, blockchain is comprised of a set of familiar, simple ideas that were put
together to solve a universal problem.

If Steve Jobs wanted to create a well-built, user-friendly smartphone, bitcoin
and blockchain creator1 Satoshi Nakamoto aimed at reaching the highest level
of data security, transparency, and deregulation.

Not only has Nakamoto succeeded in solving universal security issues,
blockchain is now set to automate everything from fueling a car to managing
an organization, dramatically changing the world as we know it.

Bitcoin and blockchain may have been designed by more than one individual, but their
identities are currently unknown.
1
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CHAPTER 1: BLOCKCHAIN ESSENTIALS
What is Blockchain
A blockchain is a decentralized database relayed across a network of
computers, where encrypted information is stored in interconnected records,
ensuring the highest level of data security available.

Simply put, a blockchain is a chain of records that are connected to each other.
These records can include money transactions, business contracts, financial
accounts, personal information, or anything else you want to keep secure. It is a
software program that runs on multiple computers at the same time.
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Technologies Behind Blockchain
First of all, blockchain is not a single technology. It is a set of different
technologies that were well known years before blockchain came to be. In 2009,
Satoshi Nakamoto ingeniously put them together, and this combination
allowed blockchain to become the disruptive technology that some people call
“The Next Internet.” Let’s call these technologies A
 ccess Keys, Data
Fingerprinting, Multiple Copies, and The Watchdog.

THE FOUR COMPONENTS OF BLOCKCHAIN

ACCESS
KEYS

DATA
FINGERPRINTING

MULTIPLE
COPIES

THE
WATCHDOG

Now, let’s go through each of them in detail and see how they work.
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Access Keys
In the blockchain world, access keys are divided into private and public keys.
These are the equivalent of a checkbook and a signature: a check holds no value
until you sign it. Likewise, a blockchain transaction is not valid until you sign it
with an access key. More so, every action in a blockchain should be signed.

A blockchain access key is better than password protection in a few key
ways:

■

You don’t have to show them like you do with your passwords, you only
have to show the proof that you have them. This proof is a signed
transaction.

■

An access key is too random, and therefore too complex to guess or hack.

■

Blockchains allow several access keys at a time, and you can make a
financial transaction of all funds from one to another in a matter of
minutes.

■

An access key is not saved on a blockchain. Even if someone succeeds in
hacking a blockchain, they would be unable to steal any of the access keys
on it.

Therefore, you need to be very careful with your access keys. Write them down
and use secure storage apps.
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Digital Fingerprinting
Every system has a cornerstone. In the case of a blockchain, it is the hash
function — an algorithm that accepts any incoming information (a text file,
photo, set of transactions, etc.) and generates a succession of letters and
numbers of a fixed size.

As a result, each piece of data gets its own hash — a digital fingerprint. By
saving a fingerprint along with the data itself you can determine whether data
that was fingerprinted some time ago is still the same.

EXAMPLE

intellect

718b3ba4d288a23b8fdb5aee2d64e580da4e04da50601340
9c363471285

intellect

718b3ba4d288a23b8fdb5aee2d64e580da4e04da50601340
9c363471285

Intellect

Add7619137296248fb3738da9819e61fff3fa21b011c72508e9a6
1f60c0b73c0
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Every blockchain is built with and relies on digital fingerprints. The structure is
the same for any blockchain. All records are interconnected. Each record
contains a fingerprint of the previous record. If somebody tries to change the
contents of a record (like changing the balance in a transaction), it will affect the
entire chain, and everybody will see the discrepancy. As a result, a malevolent
actor would need to hack each computer in a blockchain network to alter the
data. But this turn of events is essentially impossible (we explain why further
on).

In a blockchain, these records are called blocks. The properties of a block
change depending on the blockchain. They may differ in metadata, size, and
stored information, but the rule of the chain reaction after changing a block is
the same for any blockchain.

8

Multiple Copies
As a blockchain is distributed across numerous computers, all records are
stored on every computer on the blockchain network. This is called data
distribution. For instance, twenty thousand copies are running online
simultaneously at each point in time on Ethereum blockchain.

Let’s look at an example. Someone has decided to change Block #25 on your
computer. You and everyone else on the blockchain network notice it, and the
network says that your Block #25 is wrong. To fix this, you only need to check
the block on your computer against its copy on any other computer on the
network — and then just update the hacked one.

Data distribution through decentralization makes blockchain the ultimate
solution to digital security issues. A blockchain has no single place to hack. For
hackers to succeed, they would need to hack every block until they got to the
first block. This would take years to achieve. Furthermore, as blockchains are
distributed worldwide, no one can shut them down physically. There always will
be a complete copy of the chain somewhere across the ocean.
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Consensus Algorithm
Another crucial part of a blockchain is the consensus algorithm. Since the
beginning of Bitcoin, many different consensus algorithms have already been
created. If you hear Proof of Work (PoW), Proof of Stake (PoS), or similar, it is a
consensus algorithm. This algorithm decides which copy of data on the network
is valid and which is invalid by keeping track of the entire blockchain. This
process is constant and covers all the copies on the network.

A consensus algorithm is like a determined, sleepless watchdog that guards
your property 24/7. If the algorithm sees a suspicious transaction, this
transaction will not become a part of the blockchain. If the data in question is
cryptocurrency, the algorithm watchdog will check whether the sender has
enough currency on the account to perform the transfer.
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COMPONENTS IN ACTION

1

2

3

4

PRIVATE KEY

TRANSACTION

BLOCK 25

NETWORK

User with an Access
Key (addr1) decides
to send money to
addr2

User creates a
transaction.
From ..……………..addr1
To…….……….……….addr2
Amount…….…………..10
Signature……….…..{ }

The transaction is
suggested as a new
row to the last block.

Then, it is suggested to everyone
on the network.

 BLOCK 26

BLOCK 25

5

6

7

8

CONSENSUS

CONSENSUS

BLOCK 25

BLOCKCHAIN

Every “watchdog”
checks account
balances and
signatures for each
transaction.

The majority
approves which
transactions are
valid and should be
recorded to the
blockchain.

When the block is full
and approved, it is
closed and
fingerprinted.

After that, transactions are
recorded to the blockchain and
will stay there forever.
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Chapter Summary
Why blockchain is revolutionary:
■

Provides the highest level of security and transparency available.

■

Allows its participants to stay anonymous.

■

Has no Achilles' heel and no central authority.

■

Operates 24/7.

■

Too complex to hack for anybody to consider it.
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CHAPTER 2: BLOCKCHAIN 2.0 — SMART
СONTRACTS

Short Introduction to Smart Сontracts
Though overshadowed by the promise of security and the cryptocurrency
boom, Smart Contracts are another major reason why blockchain is
revolutionary. With Smart contracts, blockchain can manage not only money,
but also trust.

A Smart Contract is computer program code on a blockchain that executes
and enforces a set of actions agreed upon by all parties involved.

To get a better perspective, let’s turn to an example right away.
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General Usage Example
A company delivers a shipment of fragile products to a client. This time, the
order comes from a faraway region, and the company has no division or partner
in the region to transport the goods safely.

The company hires a local transporter. As client trust and a substantial sum of
money are at stake, the company wants to ensure the goods will reach the
client safely and on time.

Here, Smart Contracts provide the most fitting solution. All parties create and
sign a Smart Contract with the following logic:

1.

The transporter is paid their share when the goods are safely delivered to
the client on time.

2.

The client’s payment is transferred to the company when the client
confirms that the goods have been safely delivered within the set
timeframe.

The tracking of each step becomes possible with IoT sensors that are also
connected to the blockchain.
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Neither side has to do anything: the process is fully automated with code. The
separate parties just agree upon the terms and put their digital signatures on
the Smart Contract.

The companies may also agree to track the delivery milestones on blockchain to
ensure the highest level of accountability. Moreover, they can check the
shipment conditions with advanced tracking systems also connected to the
blockchain.

The Benefits of Smart Contracts
■

Accuracy and accountability. If a smart contract is well-coded, there’s a
negligible chance of error.

■

Automation. Smart Contracts can even automate complex processes, and
they don’t require any manual operations.

■

Fewer risks. Blockchain is a decentralised database, so Smart Contracts
don’t entail the risks, costs, and issues of legal contracts.
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■

Fewer mediators. Smart Contracts remove or significantly reduce the role
of trust services providers.

■

Transparency. Smart Contracts are visible to all blockchain participants like
any other blockchain operation.

■

Universal applicability. Smart Contracts can automate everything: from
car rental to large-scale marine shipments, from selling property to
managing an entire organization.

Before we take a look at the applications of blockchain and Smart Contracts
across industries, let’s make a short stop at the blockchain mining process.
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CHAPTER 3: MINING
Blockchains with a PoW consensus algorithm usually rely on mining.

Mining is the process of solving highly complex computational puzzles (also
known as hash puzzles) to fingerprint the last block and extend the blockchain
— and receive cryptocurrency in return. Essentially, this is how the system finds
the next random computer that will write a new record to blockchain.

The mining process requires immense computational power and electricity.
Individuals usually form groups to mine cryptocurrencies on specifically
designed “farms.” As the blockchain network grows, the puzzles become
increasingly complex. As a result, more and more computational power and
electricity is required.
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CHAPTER 4: REAL-LIFE APPLICATIONS OF
BLOCKCHAIN

Introduction
Blockchain is set to make a profound impact on the vast majority of industries.
If an industry relies on transactions of any sort (loyalties in the entertainment
industry, donations, rental agreements, etc.), blockchain can automate them
with Smart Contracts.

Paired with enormously vast IoT ecosystems, Smart Contracts will automate our
daily lives down to the smallest actions. For example, cars will one day be able to
pay for fuel autonomously, without human intervention. This extends to any
device used in daily life.

But where will it all start?
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Which Industries will Benefit First?
First of all, blockchain is going to change the industries of finance, logistics,
healthcare, real estate, and governmental services. A wide range of everyday
operations will be executed on blockchains — for improved transparency, faster
processing times, and ultimate security. In the long term, blockchain will also
improve customer experience and satisfaction, as well as the overall enterprise
efficiency of businesses.

Let’s look at the overall picture:
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WHICH INDUSTRIES WILL BENEFIT FIRST?

FINANCIAL
SERVICES

■
■
■
■
■
■

Cross-border payments settlement & reconciliation
Bill payments
Lending
Equity trading
Crowdfunding
KYC/AML2

GOVERNMENT

■
■
■
■
■
■
■
■

Birth certificates
Tax filing
Authentication
Licensing
Record
management
Voting
Permits

LOGISTICS /
SUPPLY CHAIN

■
■

Cargo tracking
Full transparency & real-time reporting

HEALTHCARE

■
■

Record management
Prescription management

REAL ESTATE

■
■
■
■

Mortgages
Smart utility grids
Land registry
Property records

K
 now Your Customer/Anti Money Laundering — preventive measures that help to detect
money laundering techniques.
2
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The change is bigger still. Blockchain will radically transform the way people
and businesses approach deals with Smart Contracts and bring new financial
possibilities using digital currencies. Whether it is equity management or record
management (in voting, intellectual property, healthcare, and more), blockchain
will introduce the highest level of transparency and security to any
transaction-based service or business.
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Blockchain for Financial Services
Initially cautious to embrace blockchain, the finance industry has become the
first to adopt it. The technology allows for significant cost savings and
consistently improves operational efficiency. Most importantly, it helps to
address the rigorous demands of today’s customers.

Current customer demands:
■

Real-time payments.

■

Lower fees.

■

Higher transparency.

■

Full accountability.

■

Seamless experience.

How blockchain addresses these demands:
■

Offers straight-through processing (5 seconds).

■

Lowers fees and exchange rates.

■

Establishes full transparency about the parties involved.

■

Offers full-scale KYC/AML.

■

Allows for fast transactions at customers’ fingertips.
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Current Payment Processing Process
Current payment processing systems rely on many intermediaries. As a result,
customers are affected by fees and low payment processing times.

LET’S LOOK AT A TYPICAL PAYMENT PROCESS
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Payment Processing with Blockchain
Blockchain eliminates all intermediaries and subsequent fees, allows for faster
payment processing, and introduces a number of other benefits.

Benefits of blockchain over the current payment processing process:

■

Allows for open-source distributed payment protocol with transactions in
any currency.

■

Uses a consensus ledger to settle transactions.

■

Doesn’t require an intermediary.

■

Offers the highest level of security and KYC/AML.

■

Provides real-time exchange rates.

■

Drastically reduces costs and improves operational efficiency.
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PAYMENT PROCESSING WITH BLOCKCHAIN

Blockchain for Government
People criticize governmental services frequently and consistently. This is the
industry that is most in need of continuous improvement, yet it rarely keeps up
with current technology. Blockchain can help governmental services make the
much-needed leap and address the current challenges, most of which come
from disjointed legacy systems.
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Current challenges:
■

Massive paperwork.

■

Data breaches.

■

Disparate legacy systems.

■

Fraud.

■

Long response times.

How blockchain addresses these challenges:
■

Automates document flow.

■

Prevents data tempering.

■

Improves coordination between governmental agencies.

■

Resistant to hacking.

■

Provides direct access to data without intermediaries.

■

Replaces a hundred legacy systems with a single blockchain.
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Governmental Services on Blockchain — e-Estonia
One of the most tech-savvy countries in the world, Estonia now offers public
services on blockchain. Now every Estonian can use services in a faster and
more secure way (we will take a closer look at one of these services further on).

e-Identity

e-Court

e-Police

e-Healthcare

e-Vote

e-Register

e-Tax

e-School
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Blockchain for Healthcare
As healthcare relies on speed, accuracy, and data authenticity to save people’s
lives on a daily basis, blockchain is emerging as a universal remedy for the
industry.

Blockchain helps to address the following critical challenges in healthcare:

■

Growing number of patients.

■

Overloaded facilities.

■

Limited access to medication.

■

Fraudulent prescriptions.

How blockchain addresses these challenges:
■

Allows new patients to be processed faster.

■

Allows medical and inventory data to be updated faster.

■

Provides easier access to data for suppliers and pharmacies.

■

Allows for more efficient medicine consumption tracking, and the tracking
of any healthcare-related data in general.
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Estonia’s e-Healthcare
The e-Healthcare blockchain service keeps health records secure and makes
them quickly accessible to authorised individuals. Furthermore, the electronic
ID card system helps to ensure data integrity on the blockchain nationwide
(every Estonian has their own ID card).

Benefits of e-Healthcare on blockchain:

■

Personal medical history record of every Estonian is always secure,
trackable, and up-to-date.

■

Allows a patient to see who has checked and modified their healthcare
record.

■

97% of prescriptions are now digital.

■

Fewer medical errors.

■

Insurance claims are settled much faster.

■

Permissions allow restricted access to sensitive personal information.

29

CHAPTER 5: PUBLIC BLOCKCHAIN VS.
PRIVATE BLOCKCHAIN

Types of Blockchain
Once you have decided to implement a blockchain-based solution into your
business, the next step is choosing the right type of blockchain.

Three types of blockchain:

1. Public blockchain. Anyone can see the operations you run on this type of
blockchain. Bitcoin blockchain and Ethereum blockchain are public. In
this case, your infrastructure would be built on top of a public blockchain.
2. Private blockchain. Only you or your enterprise system see what happens
on the blockchain and what data is stored there.
3. Consortium private blockchain. This is a collaborative type of private
blockchain. Multiple parties (companies) store their data on one
blockchain. When, for example, one party decides to share particular data
with another party, the latter will see only this data. Media corporations
Comcast, Disney, NBCUniversal, and other are launching such a
blockchain to share advertising data with each other.
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Public Blockchain vs. Private Blockchain
In essence, public and private blockchains differ according to the level of
transparency, transaction speed, and reliability. If you want to store sensitive
data and ensure high transaction speeds at all times, you need to create a
private blockchain. You also have full control of your private blockchain, as you
set the rules before its development. On a public blockchain, you operate by the
rules of its creators.

The Differences Between Public and Private Blockchains

Public blockchain:
■ All information is public.
■ Transaction rate is fairly slow.
■ Rules are set by creators of the blockchain.
■ Anyone can use the blockchain.
■ Open-source code.
■ Infrastructure might not keep up with scalability.
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Private blockchain:
■

High performance.

■

Customizable rules.

■

Integration with existing systems.

■

Permission levels.

■

Allows you to create different permission levels.

■

Control over level of transparency.

32

CHAPTER 6: HOW TO START BUILDING YOUR
BLOCKCHAIN

Questions You Need to Ask Before Integrating
with Blockchain
-

What data are you going to store?

-

Do you need a currency?

-

Are peer-to-peer transactions allowed there?

-

Do you plan to implement fees? If so, where exactly?

-

Do you plan to use Smart Contracts?

-

Where will the private keys be stored?

-

What level of privacy and transparency do you need?
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Required Expertise
Business analysis — to understand what blockchain solution fits your business
model, how it can improve the operational efficiency of your business, and help
you cut costs.

Blockchain expertise. There are many blockchains, including Multichain, Parity,
Hyperledger, Ethereum, NXT, etc., and all of them have different consensus
protocols and rules. You need to know the rules, protocols, and histories of every
blockchain before you decide which one is right for your business.

Security. In the majority of cases, blockchain will become an integral part of
your enterprise infrastructure. Therefore, you need to ensure that every point in
your infrastructure security is unbreachable. Any security gap can become a
loophole for malevolent actors.

Smart Contracts rely on the setup — you need specific code for every operation.
Therefore, you will need high blockchain development skills and close
collaboration between your business and the developers. Poorly developed
Smart Contracts are the reason for the majority of hacks and errors in
blockchains.

34

Experience in building client and server applications. Like any other big-scale
solution, a blockchain solution consists of many elements and becomes a part
of your infrastructure. A blockchain solution is usually integrated with the
following business gears: enterprise software and mobile apps, websites, APIs,
various databases, and cloud infrastructure. You need to know how to integrate
each gear with a blockchain — the nuances, rules, usage cases, and
performance requirements for each gear.
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COMPANIES THAT LEVERAGE BLOCKCHAIN

36

Thank You for Reading

We hope this eBook has helped
you get to grips with the
complexities of blockchain
technology.

If you have any remaining questions, or if you need assistance with your
blockchain solution — we are ready to provide our expertise and experience.
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