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Introduction
The transition towards value based healthcare in
the US has given rise to the healthcare consumer.
Consumers are beginning to exert pressure on
healthcare providers to offer a delivery system
that provides greater value, accountability,
transparency, and satisfaction. In order to do so,
providers are looking for ways to capture data
and translate it into actionable insights to guide
and demonstrate improved health outcomes.
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The advent of AI, predictive analytics, sensors,
and devices now offer, individually and together,
a set of very powerful tools in healthcare. BUT
how can we begin to leverage this ecosystem of
data assets so they truly become “smart” health
tools that show improved clinical outcomes —
while ensuring privacy and security?
This guide walks through a framework to identify
the key considerations associated with collecting,
analyzing, identifying, and providing relevant,
actionable data in support of demonstrating
improved clinical outcomes.
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4 Steps For Data Driven
Decision Making In Healthcare

01

Mapping Your Product Ecosystem

02

User Data

03

Data Sources & Flow

04

Data Privacy And Security
Considerations

macadamian

3

Data Driven Decision Making in Healthcare — Guide

STEP 01
Mapping Your Product Ecosystem
Ecosystem mapping is a user experience
design tool used to help understand the people,
processes, tools and information that interact with
each other, and where the flow of value is through
that system. An ecosystem can be looked at as a
meta-journey – the summary of the experiences
that happen around a product, or products.

Ideally the ecosystem map will consider the
business landscape in which your product/
service exists, who (stakeholders and users) and
what (tools, systems) interacts (either directly or
indirectly) with your product/service, what the rest
of the ecosystem and environment is, and where
value derives from all these interactions.

Ecosystems are mapped out before any of
product design work begins to help identify
key stakeholders, data flows, friction points,
and barriers that get in the way of the
intended objective.

Watch Ecosystem Mapping — Designing
Experiences for Complex Domains
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Some of the key elements to look at when creating
your own product ecosystem is as follows:

01. Frame Of Reference
What are the contexts of use for the product?
Who are the stakeholders and what is the value to each stakeholder?
Who are the users?
What is the context under which the product / device is used?
What are the touchpoints? (tools, technologies, materials)

02. Challenges
What problems are trying to solve? What obstacles must you overcome?
Who is the target audience for the data?
What are their goals?
How will the data be consumed?

03. Aspirations
What are the ideal desired outcomes?
What do you want to achieve?
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04. Focus
What is the scope of the strategy?
What will you focus on for the most impact?

05. Activities
What types of activities solve the problem?
What capabilities achieve your aspirations?

06. Measurements
What type of measurements will you use?
What metrics will be used to gauge success?

The process of mapping out the product ecosystem makes the invisible visible. This is a powerful tool to
help others understand the relationship and connections between things that might otherwise have gone
unnoticed. Mapping the connections between various stakeholders (internal and external), processes,
tools and information, allows everyone to clearly understand the scale at which the work needs to be
done (ecosystem, journey, touchpoint, interaction, microinteraction). This process equips teams with
valuable information that can then be used to identify what can be done to increase the value flowing
through the system.
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STEP 02
User Data
When developing for a clinical setting, often
the focus is placed on the needs of doctors.
Given that their actions directly impact the
quality of patient care, that makes some sense.
There are, however, other groups of users who
either directly or indirectly use a healthcare
application and have very specific needs and
requirements. These can include nurses, hospital /
clinic administrators, physician-run-office workers,
and physician or independent researchers.
As well, doctors often drive change; their voice
can carry the most weight and they either
influence or directly request the development
of an application. As a result, they are sometimes
the only ones contributing to the requirements.

It is important to understand the needs of all end
users ( and other stakeholders) and the constraints
under which they work.
Within this context, you will need to begin by
considering:
•

•

•

The systems the users are getting their
information from
Will they be and how are they importing data
into their system? Can that be automated?
What information are they missing to make
informed decisions?

Personal Attributes

Personal Attributes

Healthcare: has a chronic disease, learns from
TV and by searching on the Internet, cares
about her diet

Technological devices and applications:
Suzanne does not have a significant amount
of experience with newer technologies but
does use her desktop computer somewhat
frequently to email her children and
grandchildren and review their photos
on Facebook. She has a smartphone but
typically only uses it for incoming/ outgoing
calls and texts

Personality: loves sense of achievements,
enjoys company, ambitious, independent,
and friendly

Suzanne, 82 years
An elderly widow living at home
alone. Mother of three children
and Grandmother of two children.

“I want to live safely
at home”
IT SAVYNESS
SOCIAL
HEALTH & FITNESS
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Daily activities: walking

Motivations

Motivations and needs: Suzanne is especially
worried about her health. She does not want
to increase the burden of her health on her
children since they have busy jobs and children
of their own. She often watches healthcare
program on TV and does outdoor exercise
every day to keep healthy.
Expectations: Suzanne would like her in-home
support for her medication management to be:
easy to learn, install, update, attractive, and
helpful.

Professional background: was an
independent consultant before she
retired 15 years ago

Needs, interests and goals: Suzanne is
interested in finding some technological
support to help her manage her complex
medication regime, as she is often confused
about what to take and when to take it. She
is interested in finding something she can
use at home to help her.

Sample Persona
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STEP 03
Data Sources And Flow
Once you have mapped your product
environment, the next steps are first to identify
where the data is coming from and going to;
in addition to zeroing in on what specific data
elements are meaningful and actionable; and
second to identify what data is missing in terms
of what can be done to get this data and / or
how to work around the absence of said data.
Processing and making sense of the flood of
data is critical.

•

How much data should be pushed to the EHR?

•

Where will the data be captured and stored?

•

PHI or de-identified data?

•

Who owns the data?

•

Streamed data or one time reported data?

Start with identifying data sources
Clearly identifying what is it you want to use
the data for - what do you want to action? Just
because you have the ability to collect the data
doesn’t mean it will be insightful or actionable.
Some considerations to take into account when
mapping data flows include:
•

What is the current data flow?

•

What is the end goal of the data workflow?

•

What outcomes data is required?
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STEP 04
Data Privacy And Security Considerations
Healthcare data breaches have significantly
greater impact on the end-user than financial
breaches. If a credit card is stolen, it can be
leveraged only for the duration of time before
it is cancelled by the financial institution. Our
personal health information including our
address, social insurance number, mental,
physical, and prescriptive health history cannot
simply be replaced once disclosed. As a result,
this information is extremely valuable to those
looking to illicitly benefit from it.
There are significant benefits in leveraging new
technologies to address the challenges facing the
healthcare system, but these won’t be adopted if
there is a lack of trust in the ability to safely and
securely manage patient information and health
records to ensure that they are only accessed by
those with permission and a right to see them.
To mitigate this, it is important to understand
what is considered to be Protected Health
Information (PHI), where it is found within the
system and where it will need to flow within
the healthcare ecosystem. The identification of
personas within a clinical context is instrumental
in identifying who needs access rights to specific
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pieces of PHI. This can be at a very granular level
where an intake administrator may need access
to a patient’s contact information and next of kin,
but not their medical history.
As patient data is being leveraged in aggregate
form and anonymized to provide population
health information and clinical decision support
through data science and analytics, it is important
to ensure that individual patient data or PHI
cannot be reconstructed from that data if the
population size is small or other third party data
can be leveraged to de-anonymize the sample
data or otherwise identify an individual patient
within the larger sample set.
Beyond these considerations, best practices are
required at the system architecture level to ensure
that data is securely encrypted in transit and at
rest (in storage) and that particular considerations
are taken when PHI has the potential to travel
through non-HIPAA compliant technologies or
cloud services (such as Alexa’s Voice Services).
Consideration must also be given to how user
access to PHI will be logged and recorded and
how audit logs themselves (which may contain
PHI) will be accessed and controlled.
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Summary

Data is the new oil in healthcare. New business
models and opportunities are opening up for
medical device vendors, payers and providers alike.
The value-add that individual and anonymized
population health data can provide to clinicians,
providers and payers alike to help track, measure
and prove improved outcomes is significant.
The key however is understanding what data is
critical, when, and to whom.
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