Engaging Digital Health
Software.

A guide to user-centered software
design and development

Developing successful healthcare
software differs from traditional
enterprise software. It demands a
deep understanding of not just the
technology itself, but regulatory
and interoperability requirements,
and most importantly the needs
of the user. Our guide to usercentered design and development
encapsulates the three critical
factors (user, technology, regulatory
requirements) on the path to
engaging Digital Health Software.
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Introduction

When building an app it can be easy to get caught up in the
bells and whistles of technology, or believe you know what’s
required because you’ve built a successful app before. You may
even have a set of requirements or a prior application that is the
prototype for your new app, or an old process / system that just
needs to be updated or made responsive. But before accepting
that you’ve got what you need to be successful, ask the question:
what does success look like?
Recent statistics seem to suggest that 80% of health apps are
abandoned within two weeks of downloading. Clearly, something
is not working. And it’s not just patient engagement that’s
failing. Healthcare software abounds with less than successful
deployment examples ranging from Kaiser Permanente’s $770M
failed attempt in launching its own clinical system to the initial
introduction of healthcare.gov.
Developing successful healthcare software substantially
differs from traditional enterprise software. It demands a
deep understanding of not just the technology itself, but the
regulatory requirements related to handling confidential records,
interoperability requirements with a myriad of health systems
and integration with back-end systems and user-generated data,
and most importantly the needs of the user (whether doctor or
patient).
Up front preparation that addresses these three circles of
healthcare software and develops and delivers a solution that
strategically and intelligently draws from each can ultimately
reduce development costs, improve the delivery of better quality
healthcare, and improve efficiencies within hospital and clinical
settings.
Our guide to user-centered design and development
encapsulates the three circles of successful healthcare
software design: the user, the technology, and the regulatory
requirements while providing at their intersection, the potential
for successful healthcare software.
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Product innovation isn’t
the result of simply
implementing cool new
technology or a great visual
design. It comes from
human-centered research
and design that engages
your customers in shaping
the product. Success is
a product that supports
users so effectively that it
becomes “transparent,”
leaving users to focus on
their activities – not the
product.
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Who is Your End
User?

Nurses have dozens
of patients under
their care, each
with unique and
specialized needs.

It’s likely you have an end user in mind for your application
already. It may be a nurse, a doctor, a clinician, or a patient. And
you’ve sketched out a preliminary app that could benefit them.
But first you need to consider, how much do you really know
them?
Consider a nurse’s day in the hospital ward. Nurses have dozens
of patients under their care, each with unique and specialized
needs. Interruptions and distractions challenge their focus
constantly. This left traditional medication administration, even
if it was digitally managed, prone to error, because it relied on
human data entry and peer-to-peer verification. If we only take
a surface look at their busy day we may assume that what they
want is to accomplish tasks faster, freeing up time, and digital
automation makes sense.
Enter eMAR (electronic medication administration record), a
medication administration system that has helped many hospitals
and clinics decrease medication error rates, and increase patient
safety.
If we decide that eMAR is successful because nurses can do
their job faster (more automated workflows / digital data entry)
we miss the larger picture. With eMAR, each patient is identified
with a wristband barcode. The nurse scans it and this brings up
the medication record. Each individual medication is scanned
and the system reconciles the two readings.
Has this saved time? Not necessarily. In fact, it may have added
time. But the risk of error has been substantially reduced. And
what’s important from the perspective of the nurse, and for the
hospital in terms of its liability and regulatory compliance, is that
risk has been minimized, not time saved.
Now consider the larger environment a nurse works in and the
conditions under which nurses may be using a given technology:
Is it at night time, when lighting is poor? Is it when they may not
have full use of both hands? It is taking them too many steps to
complete a task in an application? In a code-blue emergency, for
example, a nurse wants to alert the whole response team with
the push of a button, not a flurry of text messages and pages.
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As technology becomes more powerful and compact, it’s easy
for the designer or developer to be caught up by the wow factor
of what can be done, focus on the surface solution, and lose
sight of what is truly practical and useful. Even bells and whistles
intended to make the end user’s life easier with added features
and functionality can end up creating noise and confusion that is
counterproductive.
It is because of this, and the impact a poor understanding
of your end-user can have on user adoption of your app that
thorough design research is critical to gain an understanding
of how the user works in real-world conditions (including pain
points, workflows, processes and interactions between other
people and products). Only with that understanding can you
uncover what is truly important.

How To Find
Your Users’
Experience

Most companies believe that they know their users well, but
let’s be honest, continually researching your user’s actions
and understanding their real wants and needs takes time and
effort. But the diligence of truly understanding your customer
and completing intensive research before a line of code is even
written can pay off in the long-term, with not only user buy-in,
but by engendering user excitement about an application that
doesn’t just meet their needs, but also understands and fits into
their life.
Whether your product is a mobile fitness tracker, a patient
portal, or a clinical application; understanding and building into
the application your user’s experience is key to developing a
successful, usable solution.

Ready to Get Started?
Keeping your application’s goal in mind and your designated
end-user, you’ll want to first identify the research questions
you want answered. Once you know what kind of data you are
looking for, you can review the research dimensions below and
dive into each section to see what data gathering techniques
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would benefit your design. Answer the question: Which one
would give you the best data and open up your application in
new directions? Keep in mind that you’ll likely need to use a
couple of different research methods to get the data and insights
you are seeking.
Once you’ve decided on your research path, you’ll also want
to carefully review the paths to understanding your customer.
It offers several options for building out and illustrating your
customer’s potential use of your application. It may seem at first
glance like an unnecessary step (you have the research / data,
why bother with creating a picture?) but formatting your research
into a cohesive map or storyboard can help synthesize your data.
You’ll find it easier to focus on critical elements and can remove
“clutter” within your research and data. Often laying out that
journey or story also can expose interesting opportunities for
improvement, and not just as it relates to software applications,
but to the overall process and customer service as well.
Remember: Your
application will
(hopefully) be a
significant part of your
user’s personal and/or
professional life. Don’t
discount the value of
a little understanding
of your customers’
life (external factors,
typical day, etc.), and
how incorporating that
understanding into your
design can influence
your application’s
usability, engagement,
and success.
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Ask Yourself One More Time: Who is Your End User?
When developing for a clinical setting, developers often focus on
the needs of doctors and nurses. Given that their actions directly
impact the quality of patient care, that makes some sense.
There are, however, other groups of users who either directly
or indirectly use a healthcare application. These can include
hospital / clinic administrators, physician-run-office workers,
and physician or independent researchers. As well, doctors
often drive changes, their voice can carry the most weight and
they either influence or directly request the development of
an application. As a result they are sometimes the only ones
contributing to the requirements. When the software is released
it can fail to deliver a clinical process improvement because
it does not deliver what all end users need. Software teams
need to consider direct users in addition to those who benefit
downstream from the data collected by the application. Be sure
to have a healthcare usability expert to assist with stakeholder
identification. They can help identify and model the range of
direct and indirect users, groups and institutions that contribute
to — or will be affected by — a change to clinical processes.
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Solutions that try
to cater to more
than a handful of
personas tend to be
“watered-down”

For example, a departmental clinical triage application is used
directly by doctors and nurses, but contains information that
is useful to administrators. These types of applications receive
referral requests, implement policies that set priorities, and
schedule patient visits. Clerks and nurse managers use the
application to publish and organize patient lists for any given day.
When the cases are completed, the user marks them as closed
and enters any relevant remarks. Physicians, on the other hand,
use the system to consult on patient cases and details. And
because all cases go through this system, it can also be a useful
management tool for reporting on patient volumes, case types,
wait times, and cancellation numbers. With a solid understanding
of all potential users and their needs, the software development
team is better positioned to deliver relevant, useful software that
solves the problems of the healthcare organization as a whole.
Also always keep in mind that there is no “typical” user, typically.
Aim to identify the most prevalent personas and then determine
the primary personas and their associated usage scenarios for your
application. Make designing for the primary personas the main
priority while still keeping in mind the needs of the secondary
personas. Solutions that try to cater to more than a handful of
personas tend to be “watered-down” and fail to address the most
important needs effectively. Many poorly designed electronic health
record systems, for example, try to please 15 different physician
specialties but end up not meeting any individual doctor’s needs.
As with EHRs, patient software also needs to provide real value to a
few specific, but prominent, groups.
Don’t worry if you’re not sure who your additional stakeholders
are now, the research you undertake to understand your user,
will often expose additional stakeholders and help you draw out
hidden interconnections before it’s too late.
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Clinical Workflows: Different Stakeholders Working
Together
Whether your app is intended for a hospital, clinic, hospice, or
even personal “home” setting, digital health software is often
complex, involving different user personas interacting together.
Clinical environments in particular contain a large number of
autonomous patient-care delivery professionals. Typically, each
member has a pre-scheduled list of patients. When a difficult
case presents itself, multiple staff members may collaborate
on the case to gain experience. If there are no available means
to perform patient care workflow progress checks, the primary
caregiver would need to physically check-in with colleagues.
Without this physical status update, the clinician would need to
keep checking until the case is ready for them to do their portion
of the workflow.
Consider the following as an example of a cardiac exercise test
workflow:

Cardiac Exercise Test Workﬂow

A clerk who creates
the appointments
schedules patients.
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Patients present
themselves to the
front desk and are
directed to an
examination room.

A technician finds
the patient record
associated with the
patient who is in
the room and
completes the test.

A doctor pulls the
cases for which the
test is complete,
interprets the
results, and
completes a report
for each.

An assistant
forwards the results
of the test to the
patient's primary
care physician and
anyone else
involved in the
case.
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In this scenario, each member of the patient care team works
through his or her respective portion of the workflow until
the case is complete. If the system is not able to identify the
progress of the case, team members will not know when to
contribute.
Traditionally, a piece of paper is used to synchronize a patient
care team. Receipt of the paper implied that it was that team
member’s turn to commence work. It is much more efficient to
let people work when they want, and do as much work as they
want. For this reason, healthcare software should support a
workflow process where each member is empowered to have
autonomy over tasks, but is able to get a sense of how many
tasks need to be completed overall.
Communication between healthcare professionals, and with
their patients, is largely asynchronous. This asynchronous user
behavior needs to be understood by developers so that the
resulting application maps to the right user personas and the
existing workflow process.

Research Dimensions
In this section we uncover and give a high-level overview of
some of the key research tools available for uncovering user
requirements, pain points, and their overall experience. To
successfully pick the right research technique, you should already
know the goal for the research (what problem you want to
solve, or what question you need an answer for). Each research
technique has its pros and cons. To successfully find your answer
and deliver true usability with your app, you may find the best
solution is to combine more than one research technique. This
will allow you to better interpret the data and deliver meaningful
answers. Often a blend of qualitative and quantitative techniques

Certification Requirements
When considering the research methods you will use during your development process,
don’t forget to think about certification requirements (ISO requirements or Meaningful Use
Stage 2 or 3). Certain certifications require different types of research and reviewing those
requirements and what is required for reporting to obtain certification prior to starting will help
you during your design process and speed your way to achieving certification.
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results in the most success in understanding your customer and it
is also recommended if you’re seeking certification.

Taking a usercentered approach
means that
you should be
interested in the
everyday practices
rather than an
idealized account.

There are numerous other research techniques that are not
mentioned in this chart that could also be used. For example:
you could study user manuals and other existing documentation.
They are often a good source of data about the steps involved in
an existing activity and also highlight any regulations that could
be governing the task. But tread with caution: Documentation
like this should not be the only source of information as everyday
practices may have been augmented to make procedures work
in a practical setting. You’ll need to observe what really happens
and compare and contrast that with the user manual.
Taking a user-centered approach means that you should be
interested in the everyday practices rather than an idealized
account. With that in mind, it also can be helpful to track down
any analytics available on existing systems and processes and
investigate customer support calls for any existing software.
When considering your application and your users, it’s important
to think about the questions you have about its design and use
and review the available research techniques. Regardless of the
technique you choose, that process will bring you one step closer
to better understanding who your user really is and what they
really need to accomplish within your app.
This chart also can help you determine the right research
technique. It illustrates how the dimensions affect the types
of questions that can be asked, and that may help you narrow
down where you need to start. For example, qualitative methods
are much better suited for answering questions about why
(or how to) fix a problem, whereas quantitative methods do a
much better job answering how many and how much type of
questions.
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Dimensions

Description

The
Breakdown
Answers the
Question:

What kind
of data is
gathered?

Sample Data
Gathering
Tools /
Methods
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Qualitative vs. Quantitative

Qualitative studies usually gather data
directly whereas quantitative studies the
data is gathered indirectly.

Qualitative

Why?

Quantitative
How Many?
How Much?

Attitudinal vs. Behavioral

This distinction can be summed up by
contrasting “what people say” with “what
people do”. There are methods that include
a mix of attitudinal and behavioral data.
They are generally best for understanding
user behavior. For example: contextual
inquiry

Attitudinal

Behavioral

What People Say

What People Do

Data is gathered
by directly
observing the
user or interacting
with the user. As
a result it is not
easily parsed
or analyzed
mathematically
and can be highly
subjective. On
the other hand
researchers can
easily ask followup questions,
probe further on
certain behaviors,
and make
adjustments to
the study protocol
on-the-fly.

Data is collected
in a consistent
and formative
way. It can often
be analyzed
mathematically.

This is often called
“self-reported
data”. It helps
the researcher
understand and
measure people’s
stated beliefs.
Depending on the
method, it could
be mathematically
analyzed.

The research
reports on the
actions users
take. This allows
the researcher
to minimize the
impact on the user
of the method as
much as possible
(focus groups,
for example can
be impacted
by group bias
or group think),
and begin to
understand
exactly what
people do.

Focus Groups

Questionnaires

Questionnaires

Observation

Focus Groups

Contextual Inquiry

Interviews

Interviews
Contextual Inquiry
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Interviews
Conducting one-on-one interviews with your users is a simple and
cost-effective way to gather data. Interviews can help you to better
understand the user’s goals and needs by giving you a chance to
obtain direct feedback from users. Semi-structured or unstructured
interviews are often used to elicit usage scenarios. Whether
structured or unstructured interviews should take into consideration
the focus of your inquiry and what research questions you’re
looking to answer (what you hope to learn). As well, you’ll need
to understand time constrictions and access issues, particularly in
healthcare when conducting interviews on-site can be impossible
and access to quality time with doctors, very limited. All of this can
impact the success of using interviews as a research tool.
PROS:

Interviews are a
great, personal
approach to obtaining direct
feedback from users and due
to their iterative process (openended questions, ability to
move beyond the initial base
questions and delve into new
areas approached by the user)
offer the opportunity to probe
in-depth on a user’s
experience. This can yield rich
data, critical details, and new
insights.
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CONS:

Because
interviews are so
personal, you’re beholden to
the skills of the interview and
the content / results can be
influenced by interviewer error
or bias. Depending on how
many users you have and the
access you can get, they can
be time consuming and costly.
Also, because the resulting
data is fluid and can be unique
to each user, connecting the
dots and conducting analysis
can be difficult.
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Observation
An observation exercise is a technique where you observe actual
users or representative users in their natural environment through
the whole process of using a particular product or system. This
technique is used to understand the nature of the tasks and the
context in which they are performed.
PROS:

Observation,
because it gives you
immediate access to the way
users act and interact with the
process, provides a deeper
understanding of the users’
lifestyles, cultures, process, and
workarounds. It gives a better
understanding of their needs
and problems, some of which
they are not even aware of
(workarounds can become so
engrained they can see them
as a normal part of their day).
Observation provides a
collection of detailed,
descriptive narrative data. It is a
great technique for capturing
environmental factors such as
the context in which a product
is used.
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CONS:

Some of the
disadvantages
associated with using
observation as a research
technique are actually the
reason it’s successful: you’re
conducting research in a work
environment. This can be
complicated in all industries,
but particularly healthcare.
Distractions are rampant,
scheduling is a challenge, and
privacy concerns can bar the
observer from seeing the full
process. As well, as there is
interviewer bias, there is
observer bias. The observer
must be skilled in observation
techniques, understand what
they are seeing, and must
remain as objective as possible
so as not to influence the user
and skew results.
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Contextual Inquiry
Contextual inquiry is a method of research specific to usability
knowledge. It combines a semi-structured interview with direct
observation. It’s more involved, where users are typically first
asked a set of standard questions and then they are directly
Focus - Plan for the inquiry, based on a
observed in their environments and questioned during that
understanding of your purpose
observation. It’s much more direct “while you work” research.
“Because users are interviewed in their own environments,Context
the - Go to the customer's workp
Focus - Plan for the inquiry, based on a clear
them do their own work
understanding
of
your
purpose
analysis data is more realistic than laboratory data.”

Talk to customers abou
- Go to the customer's workplace and
watch
Context
for the
inquiry,
based on a clear of
The Usability Body of KnowledgeFocus
lists- Plan
the
four
principles
contextual
inquiry as: Partnership
engage them in uncovering unarticulated
them do their own work
understanding of your purpose

- Develop a shared
Interpretation
Talk to customers about their work
and
Partnership
Focus - Plan for the inquiry, based on a clear Context - Go to the customer's workplace and
watch
with the customer about the aspects of wo
understanding of your purpose

them do their own work

engage them in uncovering unarticulated aspects of work

PARTNERSHIP
FOCUS Context - Go to the customer's
CONTEXT
INTERPRETATION
- Develop
a shared understanding
Interpretation
workplace and
watch
Talk to customers about their work
and
Partnership

with
the customer about the aspects of work that matter
them do their own work
Talk
to customers
engage them in uncovering
unarticulated
aspects
of work
Plan for the inquiry,
Go to the customer’s
Develop a shared
about their work
based on a clear
workplace and watch
understanding with the
and engage them
and
Partnership Talk to customers about their work
- Develop a shared understanding
Interpretation
understanding of
your
them
do their
own
customer about the
engage
them in uncovering
unarticulated
aspects
of work
with
the customer about the
of work that matter
inaspects
uncovering
purpose
work
aspects of work that
unarticulated aspects
matter
of work
Interpretation - Develop a shared understanding
with the customer about the aspects of work that matter

Ideally the researcher should stay in the background and let
the user lead the situation as much as possible (this minimizes
skewing the results by influencing how the user interacts with the
process).
PROS:

Contextual
inquiry offers a lot of
insights for usability studies as
it provides the opportunity to
see what really happens and
also allows the observer to
clarify in context. It is a critical
source of information for
persona and scenario
development.
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CONS: One of the

challenges with
contextual inquiry is that the
analysis relies on the capabilities
of the observer. As with
interviews and observation
having a skilled researcher /
usability expert is essential. As
well, in healthcare, the ability to
conduct an intensive, in the
workplace study such as this can
be difficult. Time, privacy
restrictions, etc., can impact the
ability to gather a clear picture.
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Questionnaires
Questionnaires can be used for collecting data about
preferences, behaviors, facts, latent traits, and attitudes.
PROS:

Questionnaires
are a cheap and highly
effective way to quickly and
conveniently collect large
amounts of data. Particularly
when users are busy and
struggle to block off time
(common in healthcare) or
are in geographically diverse
locations questionnaires can
be offered in a portable
format, even online, allowing
the user to complete and
submit at their leisure. They
are exceptionally good when
you need relative answers
(better / worse). Plus, with
correct standardized
responses they can be
analyzed and reported on.

CONS:

Questionnaires,
unless kept to highly
simple questions, can be
difficult to write. Many a
study have been discarded
when questions skewed
responses. They also are
limited in scope (people will
not fill out pages and pages
of questions), and are highly
one-sided. If the questions
aren’t clear, people will guess
at an answer. Or if rushed
they’ll answer quickly not
truly thinking through their
response. And as they are a
one-sided research collection
method, there is not
opportunity to get more
information on an answer to
a specific question.

Focus Groups
We’ve all heard of focus groups. You put a group of people
together in a room and have them provide their thoughts,
experiences and/or perspectives around a product or service.
A moderator is present to guide the group and its interactions
and focus the group to obtain information about a specific issue.
Typically the focus group is composed of users / individuals
with a common interest or set of characteristics to ensure the
consistency of the information gathered.
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PROS:

Focus groups are
great for providing
attitudinal data, and can often
be a quick and cost-effective
way to get qualitative
information. They’re
collaborative and can
encourage new insights or
quickly offer a central pain
point for a group of users.

Three Steps to
Success
Here are three well-tested
steps to gaining insight into
an existing process during
the early requirements
phase:
Step 1: Model your
understanding of the
existing process
Step 2: Present the model
to all those involved in the
process. Update the model
according to the feedback
received. Repeat (as many
times as possible).
Step 3: Pass the model
back to the software
designers.

macadamian

CONS:

Because focus
groups include a group
of users / people and are not a
one-on-one conversation,
participants react differently.
Depending on personality
types within the group, focus
groups are susceptible to
group think, or users may
imagine their interaction with a
product / service. It can be
harder to then detect true
patterns across individuals
because the exercise does not
allow for independent opinions.
Focus groups do not provide
quantitative information.

The Path to Understanding Your Customer
Part of creating a ‘sticky’ digital health application that becomes
a part of the user’s professional and/or personal life on a daily
basis is truly understanding what their daily journey looks like.
What do they experience emotionally? What are their highs
and lows? When are they busy? When are they unmotivated or
uncertain about what to do?
The emotional state of end users has a profound impact on their
ability to use technology. If a product hasn’t been designed with
this in mind, it will lead to frustration, mistrust, and poor rates
of adoption. For example, consider a patient being released
from the hospital after a heart attack. The patient faces a long
recovery period guided by dietary restrictions, medications,
exercise regimes, and a host of warning signs to watch for that
could spark a quick return to the emergency room. Typically,
upon discharge, patients are briefed by nursing staff, given
recovery related reference material, and left to manage their own
recovery. This initial period after release is a time of great stress
and uncertainty for the patient.
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Illustrating the key points and journey of your user in a clear and
simple map or storyboard shifts the focus from operations and
technology to the customer and explains the emotions behind
each one of the actions they take.
More than a Pretty Picture — Your Customer Journey Map

What is a customer journey map?
A journey map provides a holistic and graphical overview of the
various touch points a customer has with a product or service. It
pinpoints potential user experience, security and reliability issues;
in addition to identifying the factors at each touch point that may
lead to a positive or negative experience. Journey maps help to
minimize the odds of these issues occurring during design. They
help software designers and their clients understand their user’s
experience at each step along the process and shift focus from
operations to the user and explain the emotions behind each
one of the actions they take.

SCHEDULED ADMISSION

COMPLICATIONS

NURSE
INITIAL ASSESSMENT
VITALS?
PROGRESS NOTE

PHYSICIAN
CAPTURE CC
H&P
ASSESSMENTS

MEDICATIONS?
DEFAULT SCREENING?
CONSULTATIONS? ORDER SETS/WORKUPS?
MEDICATIONS?
TESTS?
CONSULTATIONS?
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Patient leaves hospital

ORDERS

PATIENT IS ADMITTED

TRIAGE
CAPTURE CC
ASSESSMENTS?

PHYSICIAN ACTIVITIES

NURSE ACTIVITIES

PATIENT COMES TO EMERGENCY

NURSE
VITALS
NURSING TASKS
PROGRESS NOTE

PHYSICIAN
REVIEW LABS?
CLINICAL NOTE?
DIFFERNTIAL DX?

GENERIC CARE PLAN? MEDICATIONS?
PATIENT-SPECIFIC
TESTS?
CARE PLAN?
CONSULTATIONS?

PATIENT IS DIAGNOSED, TREATMENT BEGINS

NURSE
VITALS
NURSING TASKS
PROGRESS NOTE

PHYSICIAN
REVIEW LABS?
CLINICAL NOTE?
CONFIRMED DX?

CHANGES TO
CARE PLAN?

MEDICATIONS?
PROCEDURES?
CARE PATHWAY?
MORE TESTS?

NURSE
VITALS
NURSING TASKS
PROGRESS NOTE

PHYSICIAN
PROCEDURE?
ASSESSMENT?
PROGRESS NOTE?

DIAGNOSISSPECIFIC
CARE PLAN?

PATIENT IS DISCHARGED

CHANGES TO
CARE PATHWAY?
MORE TEST?

NURSE
DISCHARGE CHECKLIST
DISCHARGE TASKS
PROGRESS NOTE

PHYSICIAN
ASSESSMENT?
PROGRESS NOTE?

CHANGES TO
CARE PLAN?

DISCHARGE?

DISCHARGE ORDERS?
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What value do customer journey maps provide?
Customer journey maps often expose pain points and
opportunities for improvement on many other areas along the
entire user journey – not just as it relates to software applications,
but process and overall customer service issues as well.
They spark discussions to help close knowledge gaps and
provide a point of reference to help fill in information that
may be missing in the process. They also help inform valuable
design decisions and can act as a catalyst for idea sharing and
generation between teams and clients.

What role does UX research and design play in
customer journey map development?
Customer journey maps are created by conducting research on one
or multiple end-user personas. This research answers questions like:
who is your user, what are their motivations, what tools or artifacts
do they use, what are the biggest influences on their experience,
and what are their social interactions influencing tasks?
Collaborating with your designers at this point is great so that the
experience map can clearly show insights, such as pain points
and opportunities for improvement. You can also include a few
complementary statistics to bring awareness of the users’ experience.
With all of these elements clearly illustrated on the map, it provides
something for teams to rally behind to help drive product decisions.
How do customer journey maps differ from other or more
traditional forms of UX deliverables?
When done right, customer journey maps combine and visually
connect research from multiple areas (like surveys, customer
support calls, observations, etc.). Rather than looking at the user
in a vacuum, a customer journey map provides a better way to
understand a user and the life factors that influence them at any
given moment. Customer journey maps are highly actionable
documents that highlight insights, pain points, and pinpoint
opportunities for improvement.

Four Steps to Building Your Customer Journey Map
As you might have guessed (especially if you’ve read some of
our other sections already), customer journey maps are not a
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“thought experiment”. You shouldn’t rely on your memory or
imagination alone. It’s easy to assume you know what happens,
especially if you have prior experience, but you may be missing
key insights. If you haven’t yet done so, you’ll want to review the
section research dimensions, where we outline a few research
methods that you can use to inform your customer journey map.
If you’ve reviewed the research dimensions and have a
good sense of what you want to do, follow our four steps to
building your customer journey map. These steps will help
you pull together the research elements into a cohesive visual
representation of your customers’ experience.
Step One: Map Your Initial Scenario
The first step of a customer journey map is to set down the highlevel processes a user goes through. These need to be fairly
large chunks in the journey, to give you space to dig deeper into
each section. Perhaps thinking of them as blocks in a flow chart,
can help you break it down into the large sections required,
then plot them on a large piece of paper, whiteboard, or use
a modeling program. Also consider at this point the high-level
stakeholders that your customer interacts with on their journey.
Plot these below and leave space for building on their touch
points with the customer.
To help you visualize this, we’re going to work through the
example of a woman undergoing doctor-assisted labor and
delivery in a hospital.

Easy Labour

First Contraction

Active Labour

Admitted
to Hospital

Delivery

Recovery

Baby
is born

Bring Baby
Home

Touchpoints
Partner
Clinicians
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In this particular scenario we will assume that it is an uncomplicated
labor / delivery which is supported by her partner throughout and
involves only a brief stay at hospital post-birth. In the initial map
outline we have drawn a timeline outlining some of the high-level
stages of labor and associated events and activities. We’ve added
in our key stakeholders (partner, clinicians) below and given space to
add in further information about them and their relationship with the
woman in labor throughout her journey.
Once we have the high-level stages added, we’re ready to delve
into our research and understanding of the process.
Step Two: Add Qualitative Data
Typically most designers and developers of applications have
some initial understanding of how a user works their way
through the application. They’ve either observed the scenario
themselves, or received documentation of the typical path a
user takes from documentation or initial reporting. Adding in
additional information from qualitative research, such as from an
observational or contextual inquiry study, can give more points
along on the timeline and highlight some critical events.

Easy Labour

Active Labour

Delivery

Recovery

Ongoing

First Contraction

L&D
Progress
Triage Assessment

Admiitted
to Hospital

Labour
Established

Progress
Assessment

Ongoing

Get Pain
relief

Fully
Baby
Dilated is born

Baby
is Checked

Move
to Ward

Monitor
Bring Baby
Mom & Baby
Home

Touchpoints
Partner
Clinicians

As you can see we’ve added some repetitive loops into our map,
showing that what we initially plotted as static activities on the
map, actually can be highly repetitive steps. This can impact data
collection, as you will have to allow for multiple recordings of the
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same data within your application. Observation exercises can also
give us an idea of the touch points that our user has with a partner,
clinicians, and friends and family. Above, we’d forgotten to add
friends and family, but as we’ve moved through our research in the
field, we’ve seen how their interactions impact the user. We’ve also
decided to conduct interviews with our persona to gather more
information on the emotional highs and lows they are experiencing
and better incorporate their experience into our map.

Easy Labour

Active Labour

Delivery

Recovery

Ongoing

First Contraction

L&D
Progress
Triage Assessment

Admiitted
to Hospital

Labour
Established

Progress
Assessment

Ongoing

Get Pain
relief

Fully
Baby
Dilated is born

Baby
is Checked

Move
to Ward

Monitor
Bring Baby
Mom & Baby
Home

Touchpoints
Partner
Clinicians
Friends & family

Once we’ve conducted our interviews, our additional research
can be plotted. We’ve added friends and family and their touch
points and colored the map to represent the user’s highs and lows.
Typically pain levels are gauged at different intervals and they can
provide good insight into what a women is experiencing, these are
mapped in grey.
Interviews can provide additional insights, such as adding the
loop at the beginning to show how an expectant woman might
be sent home from the hospital if her labor is not advanced
enough. You can also get access to insights on her thoughts,
questions and opinions about her birth experiences. Because this
research technique is semi-structured or unstructured it gives the
interviewer the opportunity to probe for additional information
that may be relevant. This can help you refine your phases and
milestones.
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Remember: While contextual inquiry and interviews offers
great insight into the process, it is not always appropriate. In our
scenario, tracking our user in context and conducting interviews
during the process is probably not the best idea. Consider your
scenarios and choose an appropriate research technique that can
deliver the data you need, while respecting the user.
Step Three: Add Quantitative Data
Quantitative research is great for adding in relevant supporting
statistics and analytical data, also it allows you to move past one
or two observations / interviews and conduct broader research
to get a sense of how the experience of your persona translates
on a larger scale. A survey may give us the related information
we need to answer the questions: How many? How much?

Easy Labour

Active Labour

Delivery

Recovery

Ongoing

First Contraction

L&D
Progress
Triage Assessment

Admiitted
to Hospital

Labour
Established

Progress
Assessment

Ongoing

Get Pain
relief

Fully
Baby
Dilated is born

Baby
is Checked

Move
to Ward

Monitor
Bring Baby
Mom & Baby
Home

Touchpoints
Partner
Clinicians
Friends & family
First or
Subsequent
Childbirth?

1st: 42%

How Long
was your
entire labour?

< 6 hrs
6-12 hrs

15%
23%

12-18 hrs

3+ : 15%
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2nd: 43%

>24 hrs

35%
27%
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At this point, we’ve added some related survey statistics to the
bottom of our map – e.g. how many children the mother has had.
Step Four: Final Review and Clean Up
Once you have conducted all of your research and fleshed out
your map with the relevant details and information, you may
find that the map is overwhelming and not really highlighting a
particular solution. It may look nothing like ours. Particularly if
your journey map has a large number of touch points, it becomes
hard to highlight every touch point on the map. The map can
become too cluttered and lose focus and meaning.
Take some time to carefully decide what you’d like your map to
highlight. Then consider what is irrelevant to that journey and remove it
from your map. Get feedback, review, re-map, and review again.
Look at the Big Picture — Storyboarding
Storyboards are another great tool for visualizing a user’s
experience of a product throughout the day. They are pictorial
(think of cartoon story frames), and are used to illustrate highlevel product-use scenarios.
In general, they focus on the workflow rather than the interaction
with technology, to understand how best to fit the technology
into the user’s routine. Storyboards visualize where there are
risks for error, when, where and how user frustration can take
hold as the day wears on, and when fatigue sets in. They can be
centered on a theme, such as an interruption storyboard that
highlights the distractions and interruptions users face during
the use of a product. They can easily illustrate issues like ambient
noise or lighting in clearly articulated and easily understood
ways.
They are small, easily digestible talking points and efficiently
highlight a particular impact on a product’s use. In a few short
story frames you can communicate a big picture idea on
distractibility and usability. This makes it easy for the design team
to see where technology could help healthcare professionals
become more interruption-tolerant, and help them appreciate
how distractions impact a person’s ability to absorb information,
particularly from different screens. This allows for more holistic
designs that fit within a broader context of long-term use.
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Storyboards can be used in different places throughout the user
experience design process depending on the goals. They are as
useful in the beginning of the process as they are towards the
end, depending on what use case you wish to illustrate.
To help you see what storyboards are and how they can be used,
we’ve created a visual example of an interruption storyboard that
is a snapshot of a physician’s day.
Let’s walk through it so you can see how simple picture frames
and one line story statements, all illustrated with a stress meter,
can easily surface key pain points in a physician’s workflow.
Put together correctly, a storyboard can quickly highlight
interruptions and often focus attention on two or three frames
where a design team can make improvements to improve
usability and reduce stress.
Panel 1-2

Our doctor is in the middle of his routine, and is getting ready
to enter a patient’s room. To prep before entering he reviews
the patient’s history on his tablet, drilling into the person’s
medication list, health concerns, allergies, and recent lab work.
At this point he’s highly focused and once he’s reviewed the
information to his satisfaction, he goes to enter the room.
Panel 3-8

macadamian

Engaging Digital Health Software

| 23

Before he can enter the room, a nurse walks up and asks a
question about a prior patient he saw earlier that day. Distracted
he initially responds yes, and then decides he’d like to do a closer
review of the patient’s chart. He returns to his workstation, logs
in, and searches for the patient’s history.

As the Doctor looks up the last patient, we see him searching for
the patient’s records and then navigating through multiple charts
to find the information he’s interested in.

After reviewing several files, the doctor notes the patient had the
shot a couple years ago and does not need it again because the
other criteria does not match. He makes a note on the file for the
nurse and logs out.
His focus returns to the first patient again.
Panel 9-13
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On the way back to see the patient he’d started with before
getting interrupted, his beeper goes off. It is a phone call
from the pharmacy. The call is urgent due to a prescription
refill, and the prescription is not qualifying under the plan.
The doctor needs to review this patient’s records now and
determine whether he wishes to get prior authorization or
find a substitute.

He returns to his workstation, logs in, conducts another search
for the patient and starts another review of documents. This
patient is getting a prescription filled and the prescription is not
qualifying under their insurance plan. The Doctor has to get prior
authorization or find a substitute.

The doctor reviews the alternates, find many also don’t qualify
and begins to consider obtaining prior authorization from the
insurance company. His focus and stress levels are at a high as
this is a larger problem that needs an immediate solution and he
has a patient waiting.
An interruption scoreboard like this can help emphasize to the
development team opportunities to make the doctor’s day more
interruption-tolerant. They can then start to consider ways to
help the doctor better handle interruptions, either with strategies
to save partial work or lessen the degree he has to backtrack or
start over on reviews.
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In the End
As you can tell, that even though it’s 13 short story frames,
a lot of information is conveyed through a storyboard. The
key here is to clearly illustrate the amount of effort or focus
the doctor has in the midst of a regular block of time in his
day. It illustrates the impact on decision-making and how the
doctor needs to gather data to help make informed decisions.
Throughout the doctor is moving between several tools,
tablet, desktop, and beeper, and also interacting with a nurse.
The storyboard illustrates the different modes of interruption
and data gathering clearly.
This example shows a snapshot of a doctor’s day, but this
same idea can be used during the design process for a variety
of healthcare applications. Something like this can also benefit
hospital administrators and hospital informatics groups. Often
applications and decisions around usage are made in isolation
of real-world conditions or applicability. We can look at a
specific tool for a specific use (such as a tablet for viewing that
day’s patient records in a queue) and not the big picture. The
storyboard puts the usage within the broader context.
Diary Research — Are You Ready for the Long Term?
Sometimes storyboards and customer journey maps aren’t
enough. They’re excellent at capturing immediate processes
and illustrating interconnections and highlighting opportunities
for service improvements. But they are still “in the moment”,
as it were. They don’t show the day in, day out usage trends.
Sometimes in short-term engagements you can miss out on a
part of the process or a systemic issue that just didn’t materialize
in your initial short-term research.
Diary research is an interesting research method for long-term
user engagement. These studies provide a comprehensive
understanding of what users like and do not like about a
product, what they find easy, difficult or confusing, what other
additional features or functionality they would find useful, and
what were their triggers for use. Sure, storyboards and customer
journey maps also illustrate those things. But the key here is
tracking users over a multi-week period rather than in hour-long
interviews or usability tests to capture insights about long-term
engagement.
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If you’re working on an in-depth application with high usage
in the workforce (or a patient-based app) looking at the longterm may provide valuable insights during your design and
development phase.
More to Do
If a more holistic approach is taken to application development,
and we build out and examine tools like customer journey maps
and storyboards (and diary research) carefully, we see that our
application is placed within the broader workflow. There now
is an opportunity to understand our application’s implication
on other processes, systems, and tools within the hospital
environment and its possible limitations.

Business Process
Modeling
In some contexts like
an emergency room
or a nursing ward,
understanding of the
workflows at play and
how they interact requires
formal business process
modeling. One of the
simpler tools, jUCMNav,
models processes by
way of Use Case Maps
(UCM) notation. These
maps are translated into
requirements and are used
to design software. This can
often be an important step
to make sense of a complex
environment involving
a variety of different
user personas, before
delving into each of their
experiences individually.
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We always must remember that in most cases, less is more. End
users will only embrace a piece of technology if they are not
frustrated by a learning curve, it fits within their broader context,
and they have trust in its reliability. In fact, reliability and risk
mitigation, rather than speed and efficiency, are often the most
important considerations for technology intended for healthcare
professionals. Speed and efficiency is important, but on a
secondary level.
Despite the fact that we have highly effective tools such as
journey maps, storyboards, and diary research at our disposal,
our industry still needs to improve. Ensuring that the end-user
perspective is a driver of the design and development process is
still not as mainstream as usability testing, which often focuses on
efficiency and efficacy. A design process governed by the enduser and their context has the best chance of producing a piece
of technology that will be embraced by its target audience and
used to its full potential.

Putting Your Application Into Context
Your research is complete and you’ve gathered all the information
you can about your user’s experience. You’ve laid out storyboards
and customer journey maps. Your decisions have been made on
your user’s potential use of your application. But there is one last
piece to consider: How do you now put it all together and design
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What Size is Your
Data?
As much as we love to
talk and think and dream
about big data and its
potential, most of the data
we consume is small. Small
data has more relevance
in our day-to-day lives. To
make the transition from
big to small, we rely on
tools, processes, and data
experts to convert our big
data into small data so
that we can understand
it and use it to inform our
decisions.

your application in a way that matches your users’ mental model
and context? Odds are, your going to use data in your application.
And there’s one problem with that: it’s too easy to collect data!
From wearable devices to population health patterns, we have no
shortage of data to scour for insights that can inform our decisions,
views, and plans. What is lacking however is the ability to effectively
mine, analyze, and interpret this data.
Digital health software makers need to cut up big data into small
data. We need to identify what insights are being sought, then
bite off a piece of big data that can feed these insights, and then
trim, mold, and polish that data into a visualization method to
highlight that insight most effectively. In healthcare especially,
there is so much data documented for each patient at each visit
that it’s critical to carve out all but the most essential information,
so that a situation can be quickly understood and responded
to. To build a successful application for healthcare, we need to
scope and design the data visualization to suit the user and their
needs.
For example, if your application is addressing a need to display
a patient’s vitals, how does one know what data to carve out and
which variables to fix? Simply, this depends on how the clinicians
plan to use the data.
In healthcare patient vital signs are probably the most frequently
captured data element. Irrespective of the diagnosis, facility, or
reason for encounter, vital sign values are captured as the most
fundamental check of a patient’s current condition. Despite the
vast volume of vitals data collected for an individual patient —
not to mention an entire facility and all the patients it has ever
treated — at any single point of patient care, the data presented
to a clinician must answer a single question: Are the most recent
vitals in a normal range for this patient?
Most electronic health record (EHR) vendors strive to answer this
question at a glance. In practice, there’s often a second (or third)
question that needs answering. The initial choices made to display
vitals will not work to answer those questions. To answer these
questions, you need to combine the current vitals with data from a
different part of the EHR. In effect, carving out a new slice of small
data from the full patient record. And with a new slice of data often
comes the need to select a new representation for this data.
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Many fierce battles have been waged between groups of clinical
advisors with different roles or specialties when deciding how
to design a vitals feature in an EHR software application. That’s
because there isn’t a one-size-fits all vitals screen design. Let’s
look at two different user contexts in which a patient’s vitals may
be accessed, and two different proposed ways of representing
them, each optimized to their own context.

Example 1

A nurse or doctor
can look at this
graph and know
instantly if the
patient is in crisis

The following graph represents a patient’s most recent vital signs
as well as the last eight instances of vitals captured in four-hour
intervals, with any values falling outside of the normal range
highlighted. This graph would be relevant in a post-op situation,
where a patient’s vitals are closely monitored to watch for
infections or other complications.
The data shown is selected and presented due to its relevance
to the clinician. A nurse or doctor can look at this graph and
know instantly if the patient is in crisis and if his/her condition
is improving or deteriorating. This ‘small data’ visualization
effectively answers the question “Are the vitals in a normal
range?” and “Are they increasing or decreasing?”.
What this graph doesn’t effectively tell us is:
•

What are the actual values that were captured?

•

Who / what captured them?

•

Was there anything else going on that I should know about?
For example, any change in the meds administered, a
patient’s physical exertion during the same time period
as the vitals capture, or anything else that may have been
documented in a progress note.

Although that information is probably collected, (assuming it’s a
decent EHR used by a care team who documents thoroughly) it
has intentionally been carved out of this picture. By doing this,
the remaining data has been given maximum emphasis due to its
perceived value and relevance to the questions being asked in a
specific clinical context.
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Today’s vitals
BP

120/80 mmHG

HR

90 bpm

Today’s Symptoms

TEMP

101.6 °F

RESP

14 b/m

Chief Complaint

Earache duration 3 days
4 previous instances

Other Symptoms

Rhinitis duration 6 days
Cough duration 5 days
Non Symptoms

Nausea

Headache
Shortness of breath

Example 2
Let’s look at a completely different context for utilizing vitals data.
What if a family physician was seeing a patient who had come
into the clinic with an acute problem, like an earache? The
physician would primarily want to know as much as possible
about the current situation. This probably means today’s vitals,
likely captured just moments before along with any patientreported details that had been captured. Then, of secondary
relevance, are historical vitals readings (both from regular
checkups and other acute illnesses) as well as any historical
instances of similar symptoms to what has been reported today.
The questions being asked of the data would be different:
•
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What are the patient’s most recent vitals and are they in a
normal range?

•

What other symptoms or history did the patient report?

•

Has this happened before?
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As you can imagine, the previous seven vitals readings are far
less valuable in informing the current situation than the narrative
surrounding this particular episode, as well as any history of
similar episodes and their comparable vitals. With that said, we
could take the same visualization shown previously and add
additional information to answer the physician’s questions. One
option could be the ability for users to tap on any reading to
display that additional information:
•

Was it a routine visit, or a sick visit?

•

Had any medication been taken?

•

What other symptoms did the patient report?

By tapping or clicking through a number of vitals readings and
assorted patient records, the physician could get a sense of
this current situation and how it compares to the patient’s vitals
during previous instances of health and wellness. The information
could be obtained, but perhaps it would not be the ideal way to
view it. Given that the physician is looking at a different slice of
data, to answer different questions, perhaps there’s a different
way to visualize it? Could we shift the emphasis from visualizing
a trend over the last eight readings to communicating additional
information and previous illnesses?
Our interface now has changed from a simple graph clearly
showing trends and highlighting changes, to one that is contextbased and displays symptoms for a particular situation.
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BP
mmHg

HR
bpm

TEMP
°C

RESP
b/m

Yesterday
09:17

Yesterday
13:28

Yesterday
17:33

Yesterday
09:17

Today
01:21

Today
05:39

Today
09:32

Today
13:45

Now the physician can look at the current vitals readings,
accompanied by all information captured about this particular
episode. Where previous instances of these vitals or symptoms
have occurred, the physician is alerted, and can easily drill
down to get the full picture of those historical episodes. At a
glance, the physician has the information necessary to make a
preliminary diagnosis and plan treatment or further testing based
on the information displayed.
These examples clearly illustrate that the context influences
what data is displayed, and how it could be made as efficiently
usable as possible. The way in which data is presented must
be carefully chosen to answer the questions being asked. It’s
this combination of selecting the right small set of data, and
visualizing it the right way that makes it accessible, informative,
and actionable.
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Patient Portals — Top Four Things to Consider
Increasingly, digital health software vendors are developing
patient engagement and care management applications, patient
portals, and remote patient monitoring software. These systems
aim to improve the quality and portability of patient information
and give patients more control over their own care and wellbeing. Many healthcare organizations, however, are struggling to
institute these systems in a way that satisfies the needs of both
patients and physicians. Google Health is a well-known example
of a patient platform that did not live up to initial expectations,
but it is not alone. Across North America, patient software,
whether developed by a healthcare organization or a third-party
software vendor, is suffering from low adoption. In fact, only
7% of respondents in a recent survey had ever used a Personal
Health Record. Critics cite a number of factors for the overall lack
of patient software success to date:
•

•

•

•

Believe it or not,
but most patient
software was not
designed with the
right users in mind.

Existing patient software is not user-friendly or engaging
enough to encourage repeat usage
Patients are unable or simply not “ready” to interact with selfcare software
Patients are concerned about the privacy and security of their
information
Physicians are concerned about the added responsibilities
and regulatory implications of interacting with a patient portal

Ultimately, the biggest patient software challenge is to include
the right feature set that will encourage patients to use the
application regularly and, ultimately, convince reticent healthcare
institutions to engage in the patient software process. If you’re
looking to build a patient-facing application and want to make
sure you address some of the key issues, consider our top four
areas of consideration for software executives and healthcare
institutions looking to increase the adoption of patient-facing
software and realize its full benefits.
One: Where’s Your Typical Patient?
Believe it or not, but most patient software was not designed
with the right users in mind. Many patient portals actually feature
screens that were originally designed for clinicians. Clinician-
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facing systems, such as electronic health record systems (EHRs),
already existed. It was the simplest (and cheapest) solution for
developers to borrow an area from the existing interface and
simply expose it to patients via the web with little to no redesign.
Unfortunately, patients do not normally engage well with
interfaces designed for clinicians.
Even if the software was designed from the ground up for
patients, the work is often done with a “typical patient” in
mind; but good luck defining typical. The requirements of a
healthy person who visits a doctor once or twice per year will
differ greatly from those of a patient with a chronic condition.
Moreover, patients with chronic conditions will have needs that
are unique to their specific ailment.
Instead of designing for some unattainable generic patient,
software developers must identify the key patient personas
found among the system’s user base. While patients vary greatly
in age, health, income, and comfort-level with technology, those
with common characteristics can be grouped together to create
profiles — called personas — that reflect particular patient
attributes, needs, and goals.
These personas must guide the design and development of the
patient software in order for it to be valuable and actively used.
Patient-facing applications can be uniquely difficult to design and
develop as a result of the added complexity of a geographically
wide and diverse user base. It’s because of this we recommend
creating low fidelity prototypes for patient groups. You can then
test the concepts with real-world patients in order to guide
the development and evolution of the software. You’ll want to
consult a user experience professional with credentials in humancomputer interaction design to ensure the greatest success of
your application.
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EXAMPLE: Patients with Congestive Heart Failure
The ultimate goal of all of the user research and the persona grouping exercise
is to determine the needs and goals of your target audience: what is this specific
patient type trying to achieve? What are his or her motivations, concerns, and
context? What terminology would this patient use? These focused goals should
drive the evolution of the patient software.
Let’s imagine that your patient software is focused primarily on patients with congestive heart
failure. The results of your user research might suggest the following areas of focus as being most
important to the product:
•
•
•
•
•
•

The ability to organize health records, including medication reconciliation (91%);
The availability of online calendars and reminders (74%);
Access to personalized health education (71%);
Access to community services (69%);
The ability to communicate online with providers and health plans (60%);
The ability to manage health care costs (57%).

By identifying specific patient needs like those listed above, you can start to map out a design that
will directly address those particular user requirements.

Two: Engage Patients the Right Ways
Once you have identified a specific set of primary patient users, it is
time to determine what will engage those patients and keep them
returning. What information and features will they value most? How
must that information be presented initially and over time?
Healthcare consumers will submit their patient data only if they
are motivated to do so. Any mobile application, patient portal, or
online marketplace intended to engage them must be designed
with these considerations in mind:
•

•

•
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Design the product using well-documented interaction design
patterns, as outlined for example in BJ Fogg’s model for
persuasion.
Identify the user’s emotional needs through research
techniques like diary study and journey mapping, and then
design to those needs.
Explore the user of different engagement techniques like
gamification, but rigorously test their use with real-world users
in real-world context.
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•

•

Focus on creating a trusted system that is robustly
engineered, using an iterative software design and
engineering process.
Fogg’s model on creating habits and automating behavior
change is an excellent starting point, but it must go in hand
with a strategic and long-term vision. Take advantage of
proven, repeatable techniques for designing motivation
systems, rooted in user experience design carried out by
robust software engineering.

While this information will vary from patient group to patient
group, the following are some of our top guiding principles for
driving long-term patient engagement with patient portals.
Present Information They Want
A recent study by Sharp Rees-Stealy found that the four
most frequently accessed areas of a portal by a patient differ
completely from those areas accessed by a clinician. Patients
used the portal for booking appointments online, engaging in
secure messaging with a provider’s office, and viewing lab tests.
Your own patient research may or may not match those particular
findings, but if your interface does not present a clear path to
the information patients are most interested in, they can become
frustrated and less likely to interact regularly with the system.
Provide Immediate Value
For illustrative purposes, let’s explore how a patient with Type
2 Diabetes might use patient software. If she needs to enter a
blood glucose reading, she will not be content to simply enter
the data. She will want to monitor trends, see correlations with
her activity levels or what she ate for lunch, and understand the
implications. She may wonder: “Should I call my doctor?”, “Is this
a normal reading?”, “If not, what should I do?”.
Patients with a chronic illness may deal with a large
number of providers and wish to keep track of all of their
contact information, upcoming appointments, and recent
communications via the software. If your system can provide
added value beyond simply housing basic information, you will
be able to ensure patient satisfaction and uptake.
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Make the Information Relatable
In a very real sense, patients and clinicians speak a different
language. A doctor can quickly recognize a high cholesterol
number, but a patient may have no way to interpret whether
a figure is high or low (you need to put the information in the
patient’s context). When designing your interface, implement
illustrative techniques (such as color coding or a dashboard) that
will help patients interpret and understand the metrics they find
in their online file.
Below is an excellent example of a blood test result design
(conducted by Wired Magazine) that color-codes and simplifies
the results. It is much easier to understand than a simple black
and white piece of paper with only text and numbers.

Include Next Steps and Offer Patient Goal Tracking
While a physician might be content with simply knowing that a
future appointment has been scheduled, a patient will want to
know exactly when that appointment will take place. Moreover,
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a patient with a chronic ailment may want to track her progress
over time and the ways in which she is contributing to her own
healthcare via exercise of alternative treatments. If a user can
see (via visual graphics) that she is losing weight or lowering her
blood pressure, she will be more likely to return frequently to the
software and feel empowered through its use.
Give Patients Reasons to Return
Many patients think that the idea of patient software “sounds”
great, but quickly abandon it after their initial interaction. Patient
software is worthless if patients aren’t entering data on a regular
basis, or using it at all. Consult your patient persona and user
research findings to hone in on areas that give users a reason to
come back to the software again and again. These could include:
•

•

•

•
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Notification Alerts: If a patient has an upcoming
appointment with a specialist, the system could send that
user a message via e-mail or SMS to a mobile device. Or, if
the system knows that the patient has diabetes, it could send
reminders to enter a glucose reading and monitor trends.
Integration with Other Apps and Systems: Many patients
already use some sort of monitoring device — be it a step
counter, a glucose monitor, a fitness and sleep tracker, or
a jogging app on their mobile device. If a patient is able
to upload readings directly from a medical device, fitness
tracker, or mobile phone, that will encourage use and add
value by reducing the amount of data entry required.
Real-Time Access to Health Info: If a patient has just finished
an appointment but has forgotten the proper dosage for the
new medication prescribed, that user will want to check the
portal immediately upon returning home. If the data does
not appear, the patient will have to call the office, they’ll have
to look up the information or check the health records, and
everyone can become frustrated. Note that according to the
U.S. Department of Health and Human Services, up to 80%
of patients forget what their doctor said as soon as they leave
the clinic, and nearly 50% of what patients do remember is
actually incorrect. Full access to important notes and details
on their visit is important for effective care.
Provide Access to Communities and Forums: Patients
often seek out other patients with a similar ailment for
advice and comfort. If possible, consider ways to link your
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patient software to popular communities and forums such
as www.patientslikeme.com or, at a minimum, recommend
appropriate responsible forums based on the patient data
(and you can put this directly in their notification alerts or in
their health info taking the information on its full loop).
•

Allow Mobile Access: A user who has just checked his blood
pressure at a drugstore may want to immediately input that
data instead of waiting until he gets home to his desktop.
Consult your patient personas and user research to determine
whether a mobile version of your patient software would be
of value and, if so, which components of the software would
be most useful on a mobile device. Then make them as
responsive and mobile-friendly as possible.

Address Their Fears & Concerns
Your user research may uncover specific patient concerns or
reasons why patients have not used patient portals in the past.
Some common concerns we’ve heard include:

Addressing Privacy
Issues Head On
Concerns about privacy
aren’t going away anytime
soon. Data hacking and
security are in the papers
all the time and credit card
fraud is at least a once a
year experience. Privacy
and security are serious
issues. Ensure that you
understand and reach
the appropriate balance
between privacy, security,
and the law.
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•

•
•

•

•

Privacy/Security: “Who will be accessing my data and what
information will they see?”
Payment: “Will I need to pay some sort of subscription fee?”
Technology: “I’m not good with computers—what happens if
I make a mistake or need help?”
Accessibility: “I struggle to read on a computer.” Or “I’m not
well enough to access the system regularly.” Or “I don’t have
access to a computer.”
Patient / Doctor Relationship: Some patients may be
concerned that a portal will hinder communication with their
physician. For example, if I spend time inputting information,
will my doctor rely on this data rather than a face-to-face
meeting or telephone conversation?

Make it First-Use Friendly
People are notoriously fickle, particularly as software experiences
proliferate and options abound. An app takes more than a few
minutes to understand these days and people move on, possibly
to the next one or not. As a result, it is particularly important
today to design the interface in a way that first-time users can
access what they need quickly and easily. Patients, in particular,
can be easily turned off by a bad first impression and may never
return. To ensure that an interface is usable for both first-time
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and repeat visitors, consider engaging experts to perform
interaction design and usability testing — particularly for the
primary, high-frequency, or critical tasks. Usability experts can
test an existing design and provide recommendations on how
the UI can be improved.
Even if your solution addresses the needs of its key patient
groups and actively engages them, it can still fail if clinicians
ignore it.

Three: Understand & Address the Concerns of Clinicians
Patients are not the only users who stand to benefit from patient
software. Clinicians — including physicians, nurses, and nurse
practitioners — can benefit as well. As noted by K.T. Fuji and
K.A. Galt, “Healthcare providers want access to a patient’s
aggregated health record to enhance their own abilities to
accurately and comprehensively treat and monitor the patient.”
While our advice is that patient software should always be
designed with the patient as the primary user, patient software
needs to provide enough value to clinicians to outweigh its
perceived risks.

Set Patient Expectations Up-Front
Clinicians are very concerned about the expectations of patients
entering health data into a patient software system. If a patient
enters information daily, will that patient expect his doctor to be
checking it daily and to have read all of the information before
the patient’s next appointment?
When inviting a patient to register to a portal, set expectations.
For example, if the software allows patients to leave a message
in the portal for a provider, work with the client to make the
rules of engagement clear. If a patient enters a very high blood
pressure reading that the doctor does not see until days or
weeks later, will the patient blame the doctor if he suffers a blood
pressure-related problem before his next visit?
The care team should set expectations up front when first
speaking with the patient about the portal, and the software
should support the rules of engagement by displaying the
appropriate warning messages at key times — including during

macadamian

Engaging Digital Health Software

| 40

registration and before data is submitted. For example, “This
portal is not meant for urgent care. If you leave a message,
expect a minimum of two business days for a reply. For an
emergency, call 911”.

Regulatory
Requirements
Privacy and Security
concerns aren’t going
anywhere. This is why
we consider regulatory /
business requirements as
the third circle of healthcare
applications. Review our
section on regulatory
requirements to understand
more.

Address Privacy & Security
Privacy and security concerns will often create a barrier. Health
care providers in the United States are bound to comply with
the Health Insurance Portability and Accountability act (HIPAA)
regulations, and in Canada they are bound by the Personal
Information Protection and Electronic Documents Act (PIPEDA).
For these reasons, security has always been a top concern for
the industry when dealing with the adoption of patient portals.
Providing clinicians with an audit trail of all interactions and
allowing patients to see exactly which providers have access to
their health data can help address some of the concerns that will
be raised by providers.
Self-Scheduling
Many clinicians we have spoken with are uncomfortable with
the idea of having a patient schedule an appointment via a
portal. Patients are not qualified to judge the amount of time
a visit will take and many doctors only schedule appointments
for certain activities (such as physicals) at specific times or
on specific days of the week. If you do design a patient selfscheduling application, start small. Only allow patients to request
an appointment rather than to schedule one. Or, work closely
with your client to identify routine procedures that can be made
available for self-booking during a specific block of time. For
example, your system could act like a seat reservation system for
an airline and allow adult patients to book a 20-minute consult
for a physical on Wednesdays between 9:00 a.m. and noon.
Billing Questions
A significant barrier to physician adoption of patient software is
remuneration. How can physicians bill for online interactions with
a patient? Ideally, your patient software should take this issue
into consideration by allowing physicians to issue invoices and
collect payments online. The Canadian Medical Association’s
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www.mydoctor.ca Health Portal is an example of a portal that
allows physicians to bill patients directly for uninsured services,
such as requests for prescription refills and remote monitoring of
chronic conditions.

Four: Identify Additional Stakeholders and Consider
Their Needs
Patients and clinicians are unquestionably the primary users of
patient portals and other patient health systems, but they are not
the only stakeholders. To develop a truly effective and usable
solution, you must be aware of the “hidden” actors that may also
use — or be influenced by — patient software.
In a healthcare setting, a number of user groups will be affected
by the implementation of patient-facing software. These
stakeholders often have conflicting needs, so you will need to
understand their goals — and what they need to have in order to
accomplish them — to mitigate conflict and satisfy the key users.
In a typical healthcare environment, you will encounter the
following groups who will either use or be affected by patient
software:
•

•

•
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Reception or Front Desk Workers: Workers at the
“front desk” play an administrative role and are especially
concerned with scheduling and billing. You will need to
ensure that those areas of the patient software address
their particular concerns and, ultimately, enhance their
daily workflow. For a front desk worker, concerns could
include proper scheduling, collecting accurate and up-todate insurance information and ensuring that it is valid, and
identifying the reason for an appointment.
Nurses: Nurses are being given more and more
responsibilities, including triage and working closely with
patients that have chronic conditions. They may be entering
patient data into the system, face numerous distractions, and
are not tolerant of a complicated system with a lot of data
entry.
Other Clinicians: Patients with acute or chronic ailments
may also need to see a number of different specialists and
educators. These clinicians may also wish to have access to
the patient portal in order to see and understand the patient’s
treatment and medication history.
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•

Care Givers: Some patients may wish to use patient software
but be unable to for health or technological reasons. In many
cases, a care giver (be it a professional care giver or family
member) may be the individual accessing and updating the
patient record. Unlike a nurse, the care giver’s level of medical
knowledge could range from low to high. The portal therefore
needs to use simple language that can be easily understood
by those unfamiliar with medical terminology.

Patient software facilitates collaboration between the care team
and the patient. As with patients and clinicians, you will need to
identify the particular goals of these stakeholders through formal
user research techniques, and determine the degree to which the
patient software should accommodate them. As the table on the
following page illustrates, each stakeholder group will benefit
differently from patient software. By ensuring that you’ve captured
the user requirements for all stakeholders (or have, at a minimum,
understood them) you will be in a better position to assess their
interdependent relationships and processes. This knowledge is
key to de-risking the important design decisions you will need to
make when developing or updating your patient software.

Other Services

e.g. EHR’s. Seamless integration
to enable data Sharing

Front Desk

Nurse

Plays admin role & most concerned
with scheduling & billing

Diagnose & Support

PATIENT
PORTAL
Physician(s)

Care Givers

Provide effective care using
information at hand

Manage Care & Information
for their Loved ones

Patient

Be an active participant in my healthcare:
to understand what my current status
means for my future health
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Other Clinicians
Get full picture of
patient’s health
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Key Potential Benefits of PHRs and PHR Systems
Roles

Benefits

Consumers, Patients and their
Caregivers

·· Support wellness activities

·· Improve understanding of health issues
·· Increase sense of control over health

·· Increase control over access to personal health information
·· Support timely, appropriate preventive services

·· Support healthcare decisions and responsibility for care
·· Strengthen communication with providers

·· Verify accuracy of information in provider records
·· Support home monitoring for chronic diseases

·· Support understanding and appropriate use of medications
·· Support continuity of care across time and providers
·· Manage insurance benefits and claims
·· Avoid duplicate tests

·· Reduce adverse drug interactions and allergic reactions

·· Reduce hassle through online appointment scheduling and prescription
refills Increase access to providers via e-visits

Healthcare Providers

·· Improve access to data from other providers and the patients themselves
Increase knowledge of potential drug interactions and allergies
·· Avoid duplicate tests

·· Improve medication compliance

·· Provide information to patients for both healthcare and patient services
purposes Provide patients with convenient access to specific information
or services (e.g., lab results, Rx refills, e-visits)
·· Improve documentation of communication with patients

Payers

·· Improve customer service (transactions and information) Promote
portability of patient information across plan Support wellness and
preventive care
·· Provide information and education to beneficiaries

Employers

·· Support wellness and preventive care
·· Provide convenient service

·· Improve workforce productivity

·· Promote empowered healthcare consumers

·· Use aggregate data to manage employee health

Societal/Population Health
Benefits

·· Strengthen health promotion and disease prevention Improve the health
of populations
·· Expand health education opportunities

Source: National Committee on Vital Health Statistics. “Personal Health records and
Personal Health Record Systems.” February 2006.
Available online at www.ncvhs.hhs.gov/0602nhilrpt.pdf
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How To Create
Apps That
Change Behavior

In an effort to reduce costs and improve patient clinical
outcomes, the Affordable Care Act (ACA) has been instrumental
in driving wide spread changes in the healthcare delivery system.
These changes have caused a cultural shift in the way in which
clinicians and patients interact and share personal information
with hospitals and insurance exchanges nation-wide.
ACA calls upon healthcare consumers to take an active role in
both clinical decision-making and choice of healthcare providers
and insurers. As a result, patients are required to share an everincreasing amount of personal information which is giving rise to
concerns around privacy and security. While security and privacy
rank high, patient engagement is arguably the primary challenge
facing healthcare software vendors, health insurers, and
Accountable Care Organizations (ACO). As such, moving towards
this new vision of healthcare requires technology innovation that
will stimulate behavioral change to achieve the end objective of
improved delivery of care.
B. J. Fogg, renowned user experience design thought leader and
director of the Persuasive Technology Lab at Stanford University,
has developed a model of behavioral change. Fogg advocates
that technology alone cannot “magically change behavior”.
Companies developing software which aim to elicit a response
from users must understand how human behavior works.

Fogg’s Behavior Model
According to Fogg’s Behavior model there are three components
that simultaneously affect behavior:
Motivation
The degree of willingness to do a behavior: For example,
motivations may include pleasure, pain, hope, fear, social
acceptance, and social rejection.
Ability
The capability to perform the behavior: Ability, however, can
be impacted by training in addition to the degree to which the
behavior is perceived as being easy to perform.

macadamian

Engaging Digital Health Software

| 45

Trigger
The call to action: Some triggers are natural and some need to
be sparked depending on the level of ability or motivation the
person has with the target behavior in mind.
Example:
If someone ignores their goal (motivation) of taking their blood
pressure reading every morning (given their ability – i.e. they
have a blood pressure machine at home) a mobile application
might to remind them to do so (trigger).

Three Steps to Affect Behavior Change
To assist in the design of technologies that look to affect
behavioral changes, Fogg developed the following systematic
three-step process:
Step 1: Be Specific
Identify and establish the specific target outcomes and goals.
Step 2: Make it Easy
Simplicity changes behavior. How can the behavior be set up so
that it is easy to accomplish?
Step 3: Trigger behavior
No behavior happens without a trigger. What will prompt the
desired behavior?
Common Trigger Approaches
A major tenet of B. J. Fogg’s methodology is to understand the
trigger, or triggers, that will prompt the right response from users
at the right time. This is the area that is most open for creativity.
Assuming all other obstacles – trust, specificity, simplicity, etc.
– have been addressed, what triggers an individual to adopt an
application as part of their lifestyle and positively change their
behavior?
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Common approaches to triggering currently in use:
Direct Appeal
This approach focuses on the risks associated
with not changing one’s behavior; and is
most likely to work when patients have a
serious condition with immediate negative
consequences.
Social Triggers and Support
A wide variety of companies are exploring how
to make use of a patient’s online social activity
as a motivator for short and long-term goals.
PatientsLikeMe is a prime success story of
social forums in which individuals with similar
conditions can learn from and support one another. However,
health conditions remain a topic that many consider private, as
a result the jury is still out on how to incorporate social features
into health software that users find valuable and unobtrusive.
Gamification
Used in the proper context, gamification could
be effective at motivating users to manage
their health by providing short-term incentives.
It incorporates elements of gaming into
applications to “condition” a user’s behavior.
Gaming elements being used include things like level-ups,
competition, and high scores. Nike+ was an early pioneer in this
space, but even large insurers like UnitedHealth and Cigna are
tapping into gamification techniques in their software products
to engage customers.
Reward
Incentives are external triggers that can be used
to convert behavior. For example, auto insurers
who provide consumers with rewards (discounts)
based on telematics devices connected to a
driver’s automobile diagnostics port to track
annual mileage, braking, and quick acceleration.
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Data Visualization
Information analytics, in particular the use of
interactive information representations to shape
and control an analytic reasoning process, has
been particularly effective in clinical decision
support, and is now a common “feature” within
patient software. The ability to scan interactive information
representations that change in response to user input or query,
allowing users to discover new and emerging patterns in the
data, is a potential trigger for some.
Multimodal Design
Engaging individuals across multiple interfaces
and devices — wearable device, smartphone,
email, web, tablet, kiosk — and multiple contexts
of use.
Remember: No matter what the approach, the important word
here is context. For example, in one context, gamification high
scores and competition can make sense, but in another context it
may be confusing and even insensitive.

Seven Strategies to Influence Behavior
According to Fogg, persuasive technology uses seven strategies
to influence behavior:
•
•

•

•

•

•

•
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Reduction – Simplification of the task the user is trying to do.
Tunneling – A step-by-step sequence of activities that guides
the user through the behavior.
Tailoring – Provision of feedback to the user based on their
actions.
Suggestion – Provision of suggestions to the user at the right
moment and in the right context.
Self-monitoring – Enables the user to track his own behavior
to change his behavior to achieve a predetermined outcome.
Surveillance – Observes the user overtly in order to increase
a target behavior.
Conditioning – Relies on providing reinforcement (or
punishments) to the user in order to increase a target behavior.
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EXAMPLE: Influencing Behavior
Fogg’s behavior model predicts that if users find something too
difficult, they will abandon it. At Macadamian, we have found
that this theory bears out. One of our customers, Elsevier, had
developed a web application called Mosby’s Nursing Consult.
The purpose of the site was to help nurses find answers to
pressing clinical questions and bring evidence-based best
practices to the point of care. In practice, many nurses found the
user interface too cumbersome, as an easier alternative, they
turned to performing Google searches to answer the pressing
questions they had about their patients’ care.
The need was clear — the website had to provide the same
ease of use as Google if nurses were to use it. After an extensive
redesign process with Macadamian that revolved around the
user experience, Mosby’s re-launched the website with improved
search capabilities and a cleaner and more intuitive UI. The result
was increased motivation by the target audience to use the
software and, ultimately, improved patient care.
How can product managers determine what will motivate and
trigger a desired behavior, and provide users with a desired level of
control? In our experience, the best way to ensure a product meets
user needs is to team up a product manager, a user experience
researcher, and an interaction designer; all of whom are well versed
in design patterns that effectively persuade and influence users.
Continuing with the Mosby’s Nursing Consult example; the
design approach involved working with Elsevier’s product
managers to identify the essential business values that would
make the website a success. The team mined existing internal
data, such as marketing information, customer feedback, and
the product manager’s own insight. We conducted interviews
with users of the existing website to develop personas that
represented the most typical users. Next, the prototype website
was tested with various users from across the country to address
any unforeseen usability problems. In the end, the product struck
the right balance between usability, functionality, and simplicity,
increasing regular usage substantially.
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Choosing the right
technology means a focus
on the needs of the users,
the competitive landscape,
the capabilities of the
development team, security,
deployment preferences,
the support organization…
Using technology to
support maintaining a focus
on a great user experience
will lead to a successful
product now and into the
future.
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Are you Letting
the Technology
Drive?

Developers, especially those new to mobile and internet of
things (IoT) application development often choose technology
which is of most interest to them or that they are most
comfortable with. This approach might enable a faster ramp
up, but it means that the app could be running on the wrong
devices, requires more support, have security challenges, etc.
While most of these issues can be resolved with little tweaks
and adjustments such as adding an extra library or tunneling
into some native code, eventually the resulting app is based on
workarounds and is a nightmare to support.
The end goal is a tech stack that makes sense, both for the
targeted users and the development team. In addition it must be
something that can be supported throughout the lifetime of the
application. Before choosing a platform or technology, consider
the following questions:
Which platform do your target users use?
•

Are you trying to deploy to multiple platforms?

•

What is the competitive landscape?

•

What skill sets does the development team have?

•

Who will be supporting the application once it is built?

•

How does the technology ensure security?

•

How will the application deployment be handled?

Once the functionality of the app is known and the abovementioned questions have been answered, review the various
technology options available: Native, Web, Angular, Kendo,
Knockout.js, PhoneGap, Bootstrap, Xamarin, etc. There are pros
and cons associated with every approach, and ways of mixing
them together to get a tech stack that supports the application
now and into the future. It may not be what you know right now,
but using the best tool will save you plenty of time in the future.

High Value — Low Effort is Key
People will resist (or even worse ignore) ‘technology’ if it has a low
value to effort ratio. Numerous examples of failed applications
clearly demonstrate this. Still, many technology driven organizations
succumb to the mistaken belief that “if we build it, they will come.”
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As well, the success and popularity of Lean philosophies has led
many to develop and launch a minimal viable product as quickly
as possible. The key consideration to remember is that if there
is no perceived value by the end user (e.g., is it worth my time
downloading and using this), then it doesn’t matter how welldesigned or “cool” your app is, it will ultimately fail.
Ensuring that there is a mechanism to allow users to perform a task
either more efficiently or, alternatively, enabling users to do something
they have never been able to do before is essential to success.
Let’s consider the consumer app market as an example. Today,
there are financial institutions that allow their customers to
deposit a check by simply taking a picture with their mobile
phone. How could this be applied to the healthcare application
market? For example, health insurance users submit their medical
and drug related receipts via their insurance provider web portal.
They are still required, however, to manually enter details online
or mail them in order to get reimbursed.
One option to consider is to allow users to take a picture of their
invoice and submit it directly for reimbursement. Would this
alternative option make a mobile app worth downloading?

...engagement
is contingent
upon providing
customers with
something they
value...

Users would no longer have to take a copy of the bill, go online,
sign-in, and finish form completion. And the best part is that
the experience on the desktop is not ported to the mobile.
The scenario above increases user efficiency, value, and more
importantly customer loyalty.
The bottom line is that engagement is contingent upon
providing customers with something they value, simplifies a task,
and / or allows them to do something they couldn’t do before.

Designing for Mobile
Based on our experience, attempts to transfer an existing
experience to a mobile environment can become an exercise in
feature—yoga, where a large feature—set is bent out of shape
to fit on a mobile device screen. Although a product team might
desire the mobile experience to be complete, cramming all the
features in a mobile application is rarely the right answer.
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When crafting a mobile experience, the limitations of the
device (screen size, touch keyboard, and spotty network) force
application design to focus more intently on the user’s context.
The term mobile context is often fraught with misconception
in terms of conveying the notion of one eye, one thumb,
and distracted users. While this may be true sometimes, it is
important to remember that a user in a mobile context is usually
trying to accomplish a task. Further, more often than not, this is
the one task that they focus on in the moment.

A mobile
experience that
is aware of the
physician’s context
would “know”
which patient is
in each room on
the schedule. The
mobile app could
notify of any critical
information needed

Thankfully, the mobile device is often more aware of the user’s
context than a desktop. This awareness provided by sensors
for location, ambient light, motion, or proximity can be used to
counter the limitations of the mobile experience and fill-in gaps
in the interaction that would otherwise have to be provided by
the user. For example, knowing which room you are physically
located in would allow a mobile conferencing application to
easily transfer a call to an in-room speakerphone.
When thinking about the mobile context, take into account tools
such as cameras, microphone/headset, SMS, email, or push
notifications that are part of this environment. These tools shape
the interaction with the application in a way that is much more
natural for a mobile context. For example, if entering a lot of data
with the touch keyboard is difficult, why not rely on the camera
or the microphone to perform data input.
Consider a scenario where a physician who is performing rounds
does not want to carry a laptop and may not have time to stop at
a fixed workstation between every patient. A mobile experience
that is aware of the physician’s context would “know” which
patient is in each room on the schedule. The mobile app could
notify of any critical information needed as the physician enters
the room, allow the taking of photos for added information,
record voice notes, and then let the rest of the patient care team
and the EHR information system do the hard work of connecting
all the patient data parts together and attach them to a single
patient record.
A truly differentiated mobile strategy is one that considers the
user’s context, the mobile devices’ inherent capabilities, and the
context and environment in which the user is using it. It all comes
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down to delivering value and aligning with the target user’s goal.
Done well, this results in the user feeling as though the mHealth
app has made their life easier, more efficient, and even satisfying.

Native Apps vs HTML5
A crucial decision for healthcare software vendors is whether to
use native apps or HTML5. Native apps are generally faster, more
feature rich, and offer advanced device hardware support, but
they require more specialized expertise, and potentially more
time and resources to develop and maintain. Limited code reuse
across multiple platforms like iOS, Android, and Windows may
cause costs to escalate quickly.
HTML5, on the other hand, offers a familiar development
environment to web developers, and the possibility of the writeonce, use everywhere convenience of the web, but at the potential
cost of the native look and feel or access to the device features
that make mobile devices compelling for many users. There is
no one unified framework for HTML5 either. Instead, developers
must choose between competing offerings like Angular, Kendo UI,
Xamarin, JQuery Mobile, Bootstrap, PhoneGap, and others.
There are compelling reasons to have the Native vs. HTML5
conversation with your organization. Many situations still call for
native development; however, there can be good reasons to
utilize HTML5 technologies. For example, in a remote patient
monitoring (RPM) application, the emphasis is on providing
patients with exceptional functionality on whatever platform they
have access to. Patients using an RPM product care more about
reliable access to the application and data than they do in the
latest native API offerings. Users like this are more likely to accept
a marginal performance penalty.
Arriving at the right answers means asking yourself the right
questions about who will use your app, how they will use it, and
where the will use it. The answers to these core questions will
guide you towards the best development choices.
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Six Questions to Help You Choose
Once you’re absolutely sure you know who your end user is
and in what context they will be using your app, you can start
to consider which is the right hardware platform, software
architecture, and development framework to make your
application successful and address your user’s requirements.
For example, are you writing a consumer application like a
home care solution for patients, or a fitness tracker? If so, you
should strongly consider iOS and Android, which dominate the
consumer market between them. The most successful consumer
health solutions engage users quickly and become a part of their
daily lifestyle, no different from e-mail or Facebook. Consumers
also show that they will quickly reject an inferior user experience,
so writing native apps can go a long way to providing the
integrated, consistent experience they expect for daily use.
We’ve found that there are six questions you need to think about
and address before picking your technology stack.
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1

How Many Platforms Will you Support?
Ask yourself how many platforms you need to support. If the
answer is one (you’re working on an application for a defined
group that is restricted to one platform and device, iOS, for
example) then you probably want to reap the benefits of
writing a native app. But if you will need to support two or
more platforms, the costs of parallel development and ongoing
maintenance could quickly outweigh the benefits of a native app
for each, and HTML5 may be the better choice. This is especially
true if your app is a non-consumer solution such as a mobile EHR
application, where a native experience may not be as critical to
the user as things like clinical workflow and customizability.

2

Will You Support Legacy Hardware?
Will the devices you need to support run HTML5 properly? CSS3
is typically used to give a device-specific appearance, and many
older devices lack the ability to properly render full CSS3 effects.
In addition, many HTML5 features are not fully supported on all
browsers (although that is rapidly changing). These constraints
may force you to take a native approach to deliver the expected
results and full usability your user’s need.
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3

What is Your Budget?
To refine your options further, ask what you can afford. A tight
budget may compel you to use HTML5 although it means
sacrificing some features and polish. To sweeten the pot, web
development is often more readily available and less expensive
than native app developers. But if performance and user
experience are important, and you can afford them, then native
is the way to go. Just remember that as you add more native
platforms to the mix, you need to duplicate that expensive talent
to support them.

4

How Will You Deploy Your App?
For consumer apps, Apple, Android, and Windows app stores
are the obvious choice. But if you are developing an industry
or institutional solution, the cost of building, packaging, and
deploying updates for hundreds or thousands of diverse devices
can become overwhelming. Consider a healthcare app that
gives doctors and nurses instant access to patient records on
tablets in a hospital setting. Every software update that needs
to push through an app store could be a logistics headache for
IT support. And failed updates could cause some devices to
stop talking to the back end. In a case like this, a web-based
solution scales better—and is lighter on already overburdened IT
departments.		

5

How Much Time Do You Have?
With the right people, the time required to develop on any one
platform is roughly the same. However, the development speed
advantage of HTML5 multiplies with the number of platforms
you will support (design once, deploy anywhere). If you have the
luxury of industry-standard development schedules then you
might have the time to craft native applications across the board;
but if you are under the gun to deliver as soon as possible to
multiple platforms, the speed of HTML5 development could be
essential to your (and your applications) success.

6

Do You Need To Access Device Hardware?
The answer to this simple question can have a big impact on
your choice of native or not. If the answer is no, then you don’t
need the hardware access that comes with native applications.
If you need occasional access then there are HTML5 compatible
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solutions to achieve this, but they do not offer the same full
device access, so consider your hardware constraints to ensure
you can support this approach. If you need to take advantage of
newer native APIs or need always-on hardware access, then you
probably need to take the native approach.

Which HTML5 Framework is Right for You?
If, after you’ve weighed all the considerations, you decide that
HTML5 is the right choice for your situation, you still need
to choose a framework. Some features to look for include a
well-structured architecture that fosters organized, scalable
development; easy UI customization to ease development of
enhanced, branded experiences; a vibrant support ecosystem;
and device hardware access.

CONSIDER:
A Structured Architecture
An object-oriented MVC (model, view, controller) architecture
has many advantages for modern app development. It helps
maintain a clean separation of responsibilities, enforces best
practices, intelligently organizes the various pieces required to
build a modern mobile/web application, and makes it much
easier to introduce automated testing.
Strong Theming Support
A rich and modern approach to theming such as SASS
(syntactically awesome style sheets) simplifies UI development.
Leveraging CSS variables and mix-ins can also help you to create
new themes as easily as modifying these variables.
Documentation, Support, and Extensibility
Look for a framework with extensive and current documentation,
very active forums, a growing extension marketplace, the option
of paid support, and a robust training offering.
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A Few Words on AngularJS, Knockout, & PhoneGap
Frameworks like AngularJS and Knockout are excellent for
enforcing structure and implementation patterns which help
save time and ease maintenance over the long run. AngularJS
also helps address specific accessibility requirements with screen
readers that are difficult to address with Knockout.
However, there is an initial cost to setting up these patterns
in that HTML5 mobile projects tend to start out more slowly
and gradually accelerate over time. In particular with HTML5
/ JavaScript frameworks, the UI can take time to emerge. As
a result they provide little tangible UI to demo during the first
few sprints. This can make managers and customers unfamiliar
with HTML5 development nervous. Therefore, setting and
communicating expectations is key to success.

Things You Might
Want to Think
About

Over the years we’ve gathered a list of issues we’ve had to spend
some time thinking about during (or after) development. We’ve
picked a few things you might want to think about when you’re
planning your application and given tips and things to consider
for your application.

Two Views on Offline Data Storage
Don’t Support Offline
Consider not supporting offline data storage as it inherently
makes an app less secure. Since data security is extra important
when it comes to information about people’s health, offline data
storage increases the effort required to secure and synchronize
the data for the following reasons:
•
•

It requires a native component.
It introduces various synchronization challenges that could
lead to bugs that disrupt the data.

Obviously there is a usability trade-off to requiring a persistent
connection. However, there are workarounds to ensure it
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is as user-friendly as possible without a constant “you are
disconnected” message. While performance could be slightly
improved with a local cache, there is little impact on usability
without offline storage.
Do Support Offline
Providing offline support for an application is a lot of work. This
is particularly true in the case of healthcare applications where
protected health information (PHI) is involved. For this reason,
many people approach the problem by deferring the offline
support to a future release. “We want to get to market quickly,
and the application will still be useful without these few features
until version 2.”
The problem with taking this approach is three-fold:
•

•

•

First, the effort to retrofit offline support into an application
that hasn’t been designed to support offline data from onset
is huge, often impacting technology choices and requiring
significant application re-writes.
Second, it leads to the prioritization of features based on what
can be provided online vs offline, rather than features that
provide the most benefit to end-users.
Third, it encourages “cutting of corners” to keep features in
an online only model, so the experience never really meets
users expectations.

The solution is to invest up front in the added effort to support
offline mode in order to have the luxury of being able to choose
the right technology, the best features, and using offline features
when and where they make sense to deliver the best possible
user experience.

Time–Saving Decisions
Healthcare practitioners work in a very time-compressed
environment. If a new software solution takes too long to use,
users tend to either stop using the software or develop task
shortcuts to reduce wait times. This behavior not only highlights,
but also exacerbates design flaws. Healthcare software needs
to be responsive in terms of informing end users about what the
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application is doing. In a system with long-running tasks or data
transfers, make sure to ask the following questions:
•

•

•

•

•

Are blocking operations as short as possible? Short
blocking times will ensure users are not kept waiting.
Are progress indicators provided and are they accurate?
If users do need to wait, progress indicators will allow them to
know how long it will be until they can regain control.
Are network data transfers atomic and able to recover
from failure? When large amounts of data have to be
transferred, they should either happen in their entirety or
not happen at all. When dealing with a patient case or a
hospital visit, a non-atomic transfer could leave partial data in
a remote database. If there is a network error or the receiving
application stops the transmission, it should be possible to
resume the transfer without duplicating or overwriting data.
Are users aware of impacting operations that run in the
background? When an application features jobs that run in
the background, the normal speed of the program can be
delayed. Users should be made aware that such jobs are
running so they do not attribute a lag in the application’s
performance to an unknown or unresolved problem.
Are there any alternate designs to speed up operations?
Sometimes a design may work but not be the most optimal
configuration available. In many cases, a simple “rethink” in
how things are done can improve operations significantly.
Caching interface components, for example, can offer
performance gains by eliminating the need to access
databases or other networked resources. By thinking about
each of these questions, your team will be able to properly
address delays or dependencies in the application and
provide users with clear indications of wait times and when
tasks can be performed.

Secure Mail and Calendar Functions
Secure Mail
In the case of secure e-mail, the majority of users are
knowledgeable about how an e-mail application works. In this
instance, any deviation from the established design paradigms
will trigger usability issues and user dissatisfaction. Software
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developers are no different, they have an intimate understanding
of how an email application works so that when they design one
and estimate the effort involved, they think only about the most
overt steps and not the corner cases nor the details in between.
Take for example the “save a draft” functionality where moving
messages from one folder to another is routine, but moving a
message from the draft folder to inbox doesn’t make sense. This
is an example of a special case.

Scheduling? Other
Things to Consider.
Patient portals are one of
the places you might want
to consider scheduling as
an option.

Scheduling

/ Calendar

In contrast to secure mail applications, a scheduling / calendar
feature provides a great opportunity to innovate on the userinterface (UI). Expect UI discussions and iterations to deal with
creative ideas on how to offer better, usable functionality. Based
on our experience, custom UI controls tend to be complex, and
we have yet to see a calendar feature take less time than planned
in any application.

Flexible Databases
Given that clinical workplace processes are in a constant state of
flux, there is an ongoing requirement for collecting new patient
data for regulatory or new treatment reasons. When architecting,
developing, and deploying software, these constraints need to
be taken in to account. With the right data model that allows for
continual updates as requirements are refined and features are
added, these challenges can be eased.
When creating a data model that stores patient risk factor data,
for example, there is a requirement to create a table to store
these values. If additional risk factors are added, the table
would be extended, or new tables would need to be created
to accommodate them. Consider a requirement to store the
following risk factors: current smoker (true/false), date of bypass
surgery (date), and the number of family members with diabetes
(number). The resulting structure would be as follows:
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Basic Data Model
<<table>>

Risk Factor
+ patient_key: int(10)
+ field_key: int(10)
+ type_key: int(10)
+ value_key: int(10)

If a fourth risk factor is added, you would need to create an
additional column in the table, and so forth. This approach,
Generic Data Model
however, requires that all programmed models be updated
to<<table>>
reflect the newly updated table. This can require significant
re-work,
and often the changes end up being undone at a later
AnswerValue
stage.
Risk
factors and any other set of data fields that need to
+ patient_key: int(10)
be+ field_key:
modified
frequently require a more adaptable data model.
int(10)

Basic
Dataint(10)
Model
+ type_key:

An
alternative to the above-mentioned data model would be to
+ value_key: int(10)
<<table>>
create a set of tables to hold a more generic structure of key /
Riskpairs.
Factor
value
Such a structure would look like the model shown
below.
This
data
+ patient_key: int(10)model stores data as:
<<table>>
+ field_key: int(10)

<<table>>

•

QuestionField – The question text.
QuestionField
QuestionAnswer
+ type_key: int(10)
AnswerType
– The type of answer expected.
+
value_key: int(10)

•

+QuestionAnswer
field_text: varchar(128)–

•

•

+ field_key: int(10)

+ value_key: int(10)

All possible answers
to the questions.
+ value: varchar(128)

AnswerValue – A mapping from the patient record to the
actual answer values.

Generic Data Model
<<table>>

AnswerValue
+ patient_key: int(10)
+ field_key: int(10)
+ type_key: int(10)
+ value_key: int(10)
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<<table>>

<<table>>

QuestionField

QuestionAnswer

+ field_key: int(10)

+ value_key: int(10)

+ field_text: varchar(128)

+ value: varchar(128)
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With this model, it is possible to add fields to an interface of risk
factors without having to modify the database schema. With the
right data model in place, you will be better positioned to refine
the software and handle new requirements as they arise.

Input Validation Best Practices
A rigorous input validation process based on a user’s context is
critical to a successful application. Consider these scenarios:
•

•

•

Scenario 1: An input field for blood pressure readings is set
for integer-only with both a systolic and diastolic component.
In practice, however, it is sometimes difficult for a physician
to measure the diastolic blood pressure component. In those
cases, the physician or practitioner would normally want to
enter non-numerical values, such as ‘125/?’ or even ‘125/P’
which stands for 125 over pulse.
Scenario 2: A standard patient information form has preset, required fields for patient identifiers, such as first name,
last name, gender, phone number, address line 1, city, state,
and zip code. The software requires that all pre-set fields
must be filled out before proceeding to the next step. But
in our example, a patient arrives at a hospital emergency
department alone and unable to speak. How would the
patient’s data be entered into the system if the pre-set fields
cannot be circumvented? In practice, false data would be
entered to skip past the road blocks put up by the system and
then corrected once the true identity of the patient is known.
While the work-around gets the job done, it is not elegant.
Scenario 3: Another example could be where a patient
declines a portion of a test, every field in that test used for
data collection then should be made optional. And if the
patient does not stay for a test, the technician or physician
also must be able to record patient refusal. Given that these
types of scenarios may exist; there is a high probability
that there will be fields that will be left blank. Developers
must ensure that the application can still function, provide a
missing data error alert, or provide the ability to enter data
once it is known.

User research focused on understanding the user’s experience
prior to development and incorporating the user’s context into
the overall design helps avoid these types of scenarios. But even
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user research doesn’t catch everything. In that case, software
validation during the development cycle allows users to report
on any problems they have seen and gives users confidence that
the application will fit into their workflow and do everything it is
needed to do.
Validation must include testing of all exceptional cases to ensure
that the application is well integrated into the environment—
even the most unusual circumstances. A solid process will
catch problems before too much development work has been
completed. Consider using an agile process, it enables the
application to be tested and deployed at various milestones
of the development cycle and allows for more opportunities to
perform software validation early in the project lifecycle.
To summarize, effective input validation in a healthcare
environment should follow these input validation best practices:
•

•

•

•
•

•

•

Input validation should not block users from submitting a
form.
Keep the number of required fields to a minimum. A field
should only be set to required if its absence makes the form
in its entirety irrelevant.
Provide defaults or other mechanisms when data cannot be
provided, rather than requiring the data to be entered.
Users should be able to skip questions and complete them later.
Any dependence between questions should be functional,
so there’s no way for one to be answered without the other
being answered first.
Data quality checks should account for incomplete or ‘fake’
placeholder data and advise users to complete the data entry
once the values are known.
Downstream data consumers must continue to function and
raise alerts in case they are fed incomplete data.

By understanding the range of possible validation errors and the
risks associated with them, your team can ensure medical care is
never delayed because of a software requirement.
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Questions on Integration
Very few healthcare applications operate in a vacuum. They need
information, and typically communicate with various third-party
systems to get it. Some questions that need to be addressed
early on in development include:
•

Which back-end systems must be supported?

•

How do the respective functionalities vary?

•

Is the app catering to the lowest common denominator or is it
customizable based on back-end functionality?

Sometimes those systems might not even exist and you are
building them yourself. Regardless of whether you are integrating
or building, you need to spend time getting alignment on:
•

What system needs to be accessed and how.

•

What information is going to be updated.

•

Who is most impacted by these integrations?

There may be new workflows for other users of the system to
respond to. You might need to provide a data transformation
layer to convert what is being delivered from the server into a
format that can be consumed by the application.
This creates questions like:

be patient,
persistent, and
clear about what is
needed
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•

Who is building these pieces?

•

Where do they live?

•

Who supports them?

•

How do they get updated?

Answering these questions involves a collaborative discussion
between your team and the third-party or server teams.
Engaging people in these types of discussions take time,
especially when the teams you are collaborating with aren’t
focused on your project and have other priorities; so be patient,
persistent, and clear about what is needed and when. Despite
these collaborative discussions, you will still find that schedules
often don’t line up, so be prepared to work independently until
everyone is ready for integration and be flexible enough to adapt
during integration when the integration points are not quite in
the format you originally expected.
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Server-Side Development Takes Longer Than you Think
By far, server-side under-estimation in addition to lack of
coordination with front-end development can cause the most delays
and re-work. Consider planning the next server-side development
tasks more than one sprint in advance of what you will do on the
UI side. For example, could the server team be two sprints ahead?
Be sure to tackle integration issues early and determine what your
strategy is for dealing with specifics (i.e., a scheduling service). For
stakeholder demos, it is far more effective to show interaction with
real data (e.g., UI hooked to API, API hooked to server). This makes
the timing of server-side development even more important. Having
server-side functionality ready prior to the corresponding UI tasks
also saves a lot of re-work. While you could stub out the back-end,
invariably the server will behave differently than you expected in
your stub.

What’s Your
Process?

In many projects, one of the major sources of issues and delays
has little to do with the technology or scope. It is simply the
process the team follows to create the software product.
Macadamian recommends an agile methodology based on
scrum that integrates user experience research, user experience
design, and multi-site software development following two to
three week sprints. We often give day-long workshops, training,
or coaching to clients on how this can work best. It is not an easy
topic and does require experience.
Two other key process-related lessons we’ve learned are:
• Use a Requirements Repository
•

Design & Build for the First Customer

Requirements Repository & Communications
Requirements should be documented in a central repository.
Ideally, one should use a task tracking system like Atlasssian JIRA
that everyone has access to instead of multiple places that may
cause conflict and confusion. JIRA is recommended because it is
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easy to update and is easily shared by developers and product
owners. This is counter to how some traditional organizations
still run with formal FDDs and a separate UX design team that
maintains its own wireframes and visual design assets.
Ensure that a product owner or technical product manager with
authority has been assigned as a prime. This role is invaluable for
many things such as:
•

The biggest
area for process
improvement is
improving the lines
of communication
between the UI and
server teams.

•

Setting sprint priorities.
Managing the inevitable backlog of change requests, internal
stakeholder opinions, customer special requests, etc., which
happen over the course of the initial project.

The biggest area for process improvement is improving the lines of
communication between the UI and server teams. It helps if the UI
team has visibility on the work being done in order to identify gaps
and upcoming needs. One way to achieve this is by having a UI
team member sit in on the server team’s daily scrum and vice versa.
Make sure to assign a team member that is not either of the team
leads as they have enough on their plates to contend with.

Design & Build for the First Customer
In most cases, despite having a lead customer, most companies
are striving to create a product that has the widest appeal. The
general strategy recommend is to undertake the UX research,
usability testing, and the design based on the lead customer’s
requirements to ensure the success of the initial product release.
The issue with taking a generalist or generic approach is that it
distances the product from real-world users. This approach is
more likely to produce designs that no one wants to use. The
same applies to the development team. Ensure that the lead
customer and their requirements are clear in addition to working
from reusable modular pieces that can be easily customized.
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Small Data vs.
Big Data

Big Data is a very powerful concept. When it is put in the hands
of the right expert, Big Data can be used to glean insights
and draw conclusions that are often completely unexpected.
However, Big Data is dangerous in the hands of the average
person. There are so many variables, so much volume, so much
to process. Most of us don’t have the expertise to understand,
manipulate, and get valid insight from a big set of data. In
fact, without the right expertise, it is easy to draw inaccurate
conclusions with accurate Big Data.
On the other hand, using small data seems awfully limiting in
that it can feel like data with training wheels. However, it is those
training wheels that make the data accessible to the non-expert.
We use small data to find specific insights. To answer
predetermined questions, the data-analysis expertise has been
‘baked’ into the selected slices of data to be shown, into the
parameters put in place to scope down the volume of data, and
into the carefully chosen method of visually representing the
data. As a result, it can be understood, interpreted, and acted
upon without much mathematical or statistical expertise.
It allows the average person to observe trends in predetermined
areas of inquiry, to spot anomalies, and react to them. It is
streamlined to inform day-to-day decisions.
As much as we love to talk and think about big data, most of the
data we consume is small. We rely on tools, processes, and data
experts to convert our big data into small data so that we can
understand it and use it to inform our decisions.
Let’s look at a few examples to better understand this big-tosmall transition. There seem to be three main characteristics of
data that define it as either ‘big’ or ‘small’:
•

The volume of data

•

The variety of types of data

•

The velocity at which it is accumulated / processed

In other words, big data can be characterized in terms of lots
of diverse data elements coming into the organization at the
speed of light. Whereas smaller amounts of more homogeneous
data elements, coming at a slower rate, in digestible chunks, is
representative of small data.
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There is no hard limit on the amount of data that draws the line
between small and big data. In fact, most collections of big data
can contain a multitude of small data sets.
Instead of trying to find a hard limit on size to distinguish small
and big data, the question to ask is what kind of insights are we
after. This might help in making the distinction between the two.
In the above-mentioned examples, the discrete data elements
that comprise big and small data sets in a given subject area are
the same. However, to make big data sets manageable and easy
to consume, we intentionally carved out a specific subset (i.e.,
less volume) of the data and fixed some of the variables (i.e., less
variety) to reduce the overall velocity at which it’s likely to present
itself.

Weather Industry

Basic Data Model

Small Model

What trends can we observe

What’s the weather outside today?

in climate change?
Will it rain this weekend?
What are the seasonal
averages/highs/lows?

What’s the warmest day next week?

What are the effects of our immunization

Is my child growing as expected?

programs?

Health Industry

Is this medication improving my blood
What are some of the healthiest regions?

pressure?

Can we identify factore that are

Am I at risk for illness X?

predictors of certain illnesses?

Bike Share Program

How might we expand the program?

Which bike stand is closest to me now?

What opportunities for growth exist?

Is there a bike available at Main and 5th?
Can I return this bike to the Elm st. stand?
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Build Trust into
Your Application

One of the biggest obstacles to patient engagement is lack of
trust in terms of:
•

•

•

•

The security and privacy of personal health information stored
in a software system.
The motives of software vendors, payers, providers, and
government – just about anyone who would release a
software product.
The reliability, uptime, and robustness of software systems,
such as the healthcare.gov website.
A system’s ease-of-use.

The solutions to this deep-rooted problem are often outside of
the control of an individual product manager, but acknowledging
them is the first step. Here are some tips for getting started:
•

•

•

•

•
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Assess the level of user distrust and perceived issues.
Leverage user experience research to identify specific pain
points that influence how users interact with a system, such as
when asked to input personal data.
Create a robust software product. This aspect is so
fundamental to a trusted software application and requires an
experienced team of software developers.
Integrate with trusted software. If a user has already accepted
that his information is stored in an EHR, for example,
integrating with that data eases the burden on the user and
creates a sense that your product is an extension of an already
trusted system.
Be part of a respected certification program. At the time of
writing there is no “established” certification program but
there are initiatives such as Cigna’s Go-You Marketplace,
for example, to promote healthcare applications online that
have gone through a “curation process” that reportedly
involves experts like behavioral scientists as well as consumer
feedback. There is also Meaningful Use certification that
ensures your meeting core usability requirements.
Publish your user experience design methodology and
research results. In an age of mistrust and uncertainty, there
is much to be gained by being rigorous and transparent with
users about how you created the application and what your
research data showed.
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•

Releasing to the
App Store is Not
the Finish Line

Earn trust over the long term. Earn trust by consistently
providing value and being transparent. A nimble user
experience design and software engineering process that
enables a product manager to iterate quickly in response to
user feedback is the fastest way to get there.

Like any application, mobile apps need to be supported past
their initial release. Unlike most desktop or web applications,
app stores provide a convenient mechanism for users to rate the
quality of the applications and provide feedback, which users
often use to talk about what’s working and what features they
would like to see in your application. Failing to read and respond
to this feedback results in increased frustration and eventually
users deleting your app from their device. If you have invested in
the effort to build a mobile app, make time to monitor feedback.
Learn from what users are telling you and provide regular
updates to the application.
Great healthcare apps are not born great; they grow into great
applications over time. By listening to your users, maintaining
your focus on providing a great user experience and using
technology to support that focus, you too can avoid the mobile
app pitfalls and create five star applications.
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Successful Healthcare
application development
means careful ongoing
attention to an increasing
array of government
regulations. From the impact
of regulatory standards and
compliance requirements
on application design,
to ensuring usability and
patient safety, to specific
federal regulations on
mobile health applications,
it is crucial to carefully
plan and estimate to avoid
overruns and reworks.
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Interoperability

Most healthcare applications need to interface with external
systems. Since the interfaces that bridge software applications
are complex, standards have been developed to simplify
the process. Implementing code that adheres to standards
requires a lot of time, and is often a source of overruns and
rework. It is crucial to ensure the design and implementation of
interoperability standards is carefully planned and estimated.
In healthcare, there are a broad range of standards for coding,
formatting, and exchanging patient data. For example, electronic
health records (EHR) alone use the following array of standards:
HL7 v2.x, 3, X12 4010, 5010, CCR, CCD, ICD9/10, SNOMED,
RxNorm, UNII, UCUM, NCPDP script 10.x, and CVX.

A thorough,
granular task
breakdown and
estimate helps
to avoid the risk
of rework as the
software evolves.

Consider a situation where a patient visits a hypertension clinic
that records medications in RxNorm format, records active
diagnoses in ICD10, and produces a CCD record from the
visit. The document is then transferred via HL7 interface to
the patient’s family doctor and to the hospital’s EHR system.
Different systems interoperate using different standards, so
applications often need to support many different standards.
An EHR may need to exchange data with a patient registry that
expects patients’ records in CCR format, a physicians’ portal
that expects a CCD format, and a billing system that has its own
custom format. What’s more, those standards are continually
changing and evolving.
The first step towards ensuring that interoperability standards
code is well planned and well estimated is to account for all the
possible tasks that will be required of the software team during
implementation.
These can include:
•

•
•

•
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Design planning to ensure that past, current, and future
versions of each standard are supported.
Documenting test cases for a full range of possibilities.
Design handling of no-match cases so that these can be
identified and fixed (if a received ICD-10 code does not
match any real code, for example).
Writing unit tests to ensure continued compliance with
standards.
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•

Mocking remote end incoming messages and responses.

•

Implementing logging of all exchanged data.

•

Handling message replay needs in case of error.

•

Spending time with the remote endpoints to conduct end-toend testing.

A thorough, granular task breakdown and estimate helps to avoid
the risk of rework as the software evolves. Without an automated
mechanism to test the code, and separation from other parts of
the application, maintaining compliance with the standard can
quickly become unmanageable. Code regressions and quality
assurance testing will ensure standard compliant interfaces work.
The best software teams make sure the program code is
properly encapsulated and create automated unit tests so that
the code that deals with the standard can remain in place until
the next version of the standard is released. This also ensures
unrelated features that are added to the software over time do
not introduce regressions in the standards-specific code.
Interoperability is one of the biggest challenges in healthcare
IT today. A plethora of standards have emerged to address this
issue, but there are challenges in implementing and managing
the code that implements these standards. By understanding the
full range of implementation tasks, designing for encapsulation,
and developing automated unit tests, you can avoid cost
overruns upfront and over the course of the software lifecycle.

Privacy vs.
Usability

Electronic health records have made patient privacy a key
concern. As a result regulatory requirements such as HIPAA and
PHIPA have been mandated to protect and prevent the misuse of
patient data. These laws extend to other organizations involved
in the electronic exchange of health information. For example, in
2009 the HITECH Act mandated compliance with HIPAA for all
covered entities.
From a software developer’s point of view, these regulations
require the implementation of two systems: access control and
an audit trail. While these systems are simple in principle, it is
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important to ensure they are developed in a structured fashion
that addresses privacy laws while maintaining user flexibility.
Examples of recent privacy breaches demonstrate the continuing
need for strict privacy protection.
•

$800,000 HIPAA settlement in medical records dumping case

•

County Government Settles Potential HIPAA Violations

•

Nurse pleads guilty to HIPAA Violation

When developing clinical software, be sure to balance access
control and audit trail mechanisms carefully. The software
must respect privacy laws, but should not prevent users from
efficiently accomplishing their tasks. In healthcare, a good
audit trail allows for a relaxed access control mechanism.
The best access control policies are those that are not overly
restrictive. They should offer an override mechanism to prevent
inappropriate access.
Keep in mind that a user session lifecycle is much different for an
EHR mobile app than mobile consumer apps. In consumer apps
a user simply needs to login once, and then that login is stored
for easy access over the long term. Depending on the emphasis
on security, you might want the user to be logged out after
switching contexts, after a timeout, and so forth. Usability testing
can help with creating a balance between a simple, intuitive user
experience and security requirements.

Access Control
When emergencies arise, for example, the law allows access
to personal data in a life and death situation. In a practical
environment, such as a hospital, clinicians may require immediate
access to a record without justifying that access beforehand.
Access control restricts actions such as viewing, editing, or
deleting data elements based on a user role type. There are
three design approaches for role-based access control:
•
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Screen-Based Access Control: Access control policies which
are loaded per page or screen require frequent database
access but result in more dynamic access control behavior.
Although user privileges can be revoked or granted instantly,
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the need for loading the access control policies can slow
down the server — especially when there are many concurrent
users.
•

User Session Access Control: Loading access control policies
once a session begins leads to a lack of control given that
a user can have privileges revoked, but still be allowed to
continue until the end of the session.

Either of these policies are sufficient to address HIPAA access
control requirements and CCHIT certification in the case of
electronic health records.
•

Case-by-Case Access Control: A more advanced method of
access control. It requires the user to be defined on a caseby-case basis. For example, a hospital may decide that only
medical staff involved in the care of a particular patient should
be allowed to access that patient’s file. Only staff members
meeting the pre-defined criteria are then granted access. If
an additional clinician requires access, the user would need to
self-authenticate (the action would subsequently be audited)
or be added by the system administrator. This method is
more precise but uses more overhead than the two abovementioned approaches. In cases of emergency, access control
systems should allow users to override system restrictions by
forcing user confirmation of access override.

Implementing an Audit Trail
To ensure emergency related access is tracked, a solid audit trail
is required. An audit trail serves as a record of all events such
as “user x viewed the record for patient y”, and alerts users that
their actions are being recorded.
There are three standard ways to implement an audit trail:
•

•
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Save to a Log File: In this case, actions are recorded in a
predefined format in a file rather than a database. File system
privileges for the file must be restricted so that only a trusted
administrator has access. This log file should also reside on
storage with redundancy in place.
Save to a Database: This implementation is more in line with
audit trail and node authentication best practices. All actions
are stored in a separate database instance and used only for
audit records. The physical machine resides on a protected
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network that offers administrator access only. The format of
the audit record can take any form as long as it records the
user, the patient, the date and time, and the data that was
modified (if applicable).
•

Meaningful Use
Certification
— What’s Your
Strategy?

Record Every Database Action: This method implements
an application such that every SQL command along with
the parameters and the user associated with the command
session is saved. The detailed nature of this approach can
make it very difficult to trace access breaches.

With Meaningful Use Stage 3 (MU3) affecting most in-hospital,
ambulatory, and patient portal software, never has user
experience and software architecture been more important to
electronic health record (EHR) software vendors.
The ONC’s Meaningful Use Stage 3 proposed rules and
associated 2015 EHR certification criteria will have major impacts
on EHR software vendors in terms of:
•

Patient Engagement

•

API Access

•

Integration with Patient-Gathered Data

•

Increase Patient Safety

Meaningful Use Stage 3 is an ambitious program that could
transform the provider and patient experience. Though there
are many factors at play including the way providers encourage
their staff and patients to use the software, a big part of the onus
falls on EHR vendors and their ability to address these challenges
through UX design. EHR vendors who rise to the user experience
challenge will not only comply with the regulation, but will gain
strategic advantage over their competitors as they win over
providers and patients.
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Patient Engagement
A cornerstone of Meaningful Use Stage 3 is patient engagement.
The basic principle behind the new healthcare model is to enable
a care team to effectively share medical information about the
patients. This used to be largely information collected by the
clinicians and hospitals. Now, the focus is more on the patient
and the information they can provide.
Providers are already expressing concerns about how high the
patient engagement bar has been set in MU3. More than 25%
of patients seen by an eligible professional or discharged from a
hospital or emergency department must “actively engage” with
their EHRs. And for more than 35% of patients seen by an eligible
professional or discharged from a hospital, a secure message
must be sent using the EHR’s secure messaging function or in
response to a secure message sent by the patient.
To support providers, EHR vendors need to ensure their patientfacing software – namely their patient portal – is as engaging
and usable as possible. This could mean a proliferation of useful
features for patients like voice, video, and e-mail communication
with the care team, patient education material, uploading and
tracking of fitness and self-care data, and care plan wizards.

To ensure buy-in
the patient will
have to see an
immediate benefit
from the software.
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Of course, providers will need to make it clear to patients what
will happen to their data, who their data will be shared with, and
how it will be used to improve their care. No matter how useful
the features, putting the patient in charge of this data gathering
gives them additional responsibility and increases their workload.
Therefore patient software must make it easy for providers to make
it clear to patients the positive impact this extra work on their behalf
will have on improving the outcome of their care. To ensure buy-in
the patient will have to see an immediate benefit from the software.
As an additional (and maybe most important) driver, the
ONC has declared that providers can also meet the patient
engagement requirements if patients access their data via thirdparty software that uses a new API that those EHR vendors must
supply. The message to EHR vendors is clear – make your patient
software more valuable, engaging, and usable, or lose out to
third-party software that does it better.
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API Access
The intentions behind the API requirements are an admirable
push towards ‘freeing’ patient data from the EHR to the patient
and promoting competition among EHR vendors and third-party
software vendors that may do a better job addressing patient
needs. The API requirements make sense at a high level. Get
various providers’ systems talking to each other and give the
patient control over who gets what.

Like most security
/ access control
issues, the biggest
problem is not the
engineering. It is
the human side.

But the language in the API section of the criteria is mostly
technically focused. The risk here is that any EHR software vendor
could provide an API that complies technically, but with challenging
login / authorization steps heaved on the patient. For example:
“The provider only needs to implement an API, and fully enable
the API functionality, provide patients with detailed instructions
on how to authenticate, and provide supplemental information
on available applications that leverage the API. This allows
providers the ability to allow the patient to receive info.”
Engineers can define the plumbing for all of this information to
flow freely and securely. The problem is giving the set of keys to
the patients. Most people don’t fully understand how sharing on
Facebook works, or permissions requests from their mobile apps.
Imagine the inherent difficulties of sharing information from one
system to another system and then giving control to the patient
and asking them to manage it. The patient would have multiple
steps to consider, such as:
•

The patient will need to authenticate.

•

Caregivers / parents / children will need to authenticate.

•

Providers will need to authenticate.

•

The patient needs to fully understand and control who they
are giving access to and what kind of access is being granted
and manage ongoing access.

All of this in an environment without a federated identity authority.
All of this while preserving HIPAA and other regulations.
Like most security / access control issues, the biggest problem is
not the engineering. It is the human side.
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Integration with Patient-Gathered Data
The other Meaningful Use Stage 3 (MU3) requirement that will
involve a bit of technical savvy and a lot of attention to usability
is the requirement to allow patients to upload their own data,
not taken from a clinical setting, into their patient record. For
example, as a patient I could upload my own historical data from
my fitness tracker of choice for the doctor to review.
Unless there is careful attention paid to the way that data is
filtered and presented (not to mention careful attention to the
regulatory ramifications of clinicians reviewing non-clinical data in
order to provide care), incorporating patient-gathered data from
a variety of sources and in different formats could be a doctor’s
nightmare.
“The objectives encourage sharing of patient-generated data
with providers (including through APIs), an issue that has long
given rise to concerns by providers about being overwhelmed
with information, about alarm fatigue. The key, of course, will
be intelligent filtering of the data so that it may be presented
to clinicians and patients as actionable information,” says David
Harlow, a healthcare lawyer and consultant in his article, “The
Meaningful Use Stage 3 talk won’t matter if the tech isn’t ready”.
EHR vendors have started experimenting with patientgathered data, like eClinicalWorks who announced an update
of their software that will integrate wearable data into its
EHR. eClinicalWorks is the second EHR company to recently
integrate wearable data, following a partnership between Cerner
and Validic that similarly seeks to make wearable data more
functional. The trend is likely to accelerate with MU3, especially
if these initial integrations are successful in surfacing the right
information at the right time for clinicians, and they effectively
manage to avoid data overload and alert fatigue.
As with patient engagement, not only must this software be
usable, it also needs to be useful. Doctors will not want to get
really involved with this data unless the software makes clear
“what’s in it for them”. Patients also will want the same question
answered before they’ll go through the process of uploading
their data. For example, doctors that are not part of a care team
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that is accountable for the results may have little incentive to deal
with extra data like fitness history data. But this might not be
true for other kinds of patient-initiated data like blood glucose or
blood pressure readings, where having them directly in the EHR
could be a plus. And some doctors give their patients goals like
“lower cholesterol’ or “lose weight” and may find useful to view
fitness history data in the EHR.
It all depends on the physician and patient context, and the way
the information is presented, if at all. If the system’s alert system
is fine-tuned to avoid alert fatigue, the system could reasonably
update the doctor only if there is a real issue.

Increase Patient Safety Through Usability Testing
Incorporate User
Design From Day One
Increasing patient safety
and reducing risk are
goals, often addressed
by regulations and
certifications that demand
users are made the focus of
the process from day one.

As with MU2, Meaningful Use Stage 3 (MU3) requires a particular
type of usability testing called summative usability testing. In
summative usability testing, a qualified user experience design
professional walks users one at a time through a series of tasks
with the EHR software. Then they measure the amount of time
to complete each task, how many and what type of errors occur,
and user satisfaction with the task interaction.
The goal is to benchmark the current usability of the EHR user
interface - as measured by things like task times, completion
rates and satisfaction scores.
The goal of this requirement is to ensure EHR vendors are
incorporating a user experience design process into their
software development on a regular basis, which has been shown
to measurably reduce usability errors that could impact patient
safety. Everyone remembers the Ebola incident that highlighted
a potential EHR usability problem. Complying with these
requirements is a first step. Incorporating a user experience
design process throughout the EHR development lifecycle is
even more important.
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NISTIR 7742 Template
The NISTIR 7742 template is meant for EHR vendors to
demonstrate usability in their final product. You will need to
submit the information specified in the template for each and
every one of the applicable 17 certification criteria for which your
are seeking certification. The following is a broad overview of the
information required for submission; the NISTIR 7742 had been
modified to allow for qualitative studies, regardless quantitative
or summative studies are still strongly encouraged.
The following information/sections in NISTIR 7742 are required
for submission:
•
•
•
•
•
•

•

•

•
•
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Name and version of the product
Date and location of the test
Test environment
Description of the intended users
Total number of participants
Description of participants as follows:
• Sex
• Age
• Education
• Occupation / role
• Professional experience
• Computer experience
• Product experience
Description of the user tasks that were tested and association
of each task to corresponding certification criteria
List of the specific metrics captured during the testing:
• Task Success (%)
• Task Failures (%)
• Task Standard Deviations (%)
• Task Performance Time
• User Satisfaction Rating (Scale with 1 as very difficult and 5
as very easy)
Test results for each task using metrics listed above
Results and data analysis narrative:
• Major test finding
• Effectiveness
• Efficiency
• Satisfaction
• Areas for improvement
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Test Strategies
for HIPAA
Compliancy

Defect Tracking
A clear naming convention
helps any tracking system.
Consider reporting all
defects found that relate
to HIPAA compliancy
with the keyword
“HIPAA” appended to
their titles in your defect
tracking system. Any that
correspond to high-risk
areas (in the Roles Matrix)
should be automatically
assigned a Critical severity.
This ensures that these
defects are immediately
visible to the Project
Leader and are fixed with
high priority. Processes
like this help reveal issues
quickly and allow for easier
reporting.

If you search for information on testing HIPAA compliant
applications, you’ll find a number of overviews on HIPAA, but
very little information on how to approach testing software
to ensure that it will be HIPAA compliant. Macadamian’s Test
Strategy includes HIPAA compliancy verification as an important
part of its initial sanity testing and full-feature testing. We also
ensure that HIPAA compliancy defects are clearly indicated in our
bug tracking system so their fixes are given high priority.
Note that this section only covers major software testing areas
related to ensuring HIPAA compliancy, and does not cover other
areas such as required physical safeguards like not deploying
the software on workstations with publicly viewed screens. Also
be aware that testing strategies should depend on the software
requirements of the application. Not all testing strategies
described in this document are applicable to all applications.

Conduct Initial Sanity Testing
Perform HIPAA-related sanity testing as early as possible in the
development cycle to quickly discover any major defects in the
application’s HIPAA compliancy.
Sanity testing should cover high-level testing in the following
areas:
1. For each high risk role / component / operation relationship
(as determined in the Roles Matrix), verify the following:
•

•

2. Verify encryption in the following areas:
•

•

macadamian

A user of the specified role is able to authenticate
successfully and is granted view, add, modify, delete,
or no access to the specified application component
operation.
Each action (user authentication, viewing, modifying, etc.)
performed above is recorded in detail in the audit trail.
EPHI (electronic-protected health information) in the
database.
Audit trail entries.
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Develop a Roles Matrix
Assuming the application makes use of RBA – role-based access
(or a similar strategy), the first step in preparing for HIPAA
compliancy testing is identifying all the roles present in the
system and their expected access levels to all components of the
application. This identification is done in communication with the
customer who then also approves the risk level associated with
each role / component / operation relationship.
The risk level is based on information disclosure, frequency
of use, chance of error, and impact to the customer if an error
occurs in a given component.
The table below is an example of what a roles matrix might look like. In each cell:
“X” indicates that the role has the ability to perform the specified operation (View, Add, Modify,
Delete) in the application component. The color indicates the privacy or security risk level if there
were a defect in this role / component / operation relationship, where:
RED = HIGH

YELLOW = MEDIUM

GREEN = LOW

Application Components
Appointment
Management

Roles

Patient Charting

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

DELETE

X

MODIF Y

X

ADD

X

VIE W

IT Supervisor

X

Reports

DELETE

Accountant

X

MODIF Y

x

X

ADD

Physician

X

VIE W

X

Billing

DELETE

Supervisor

MODIF Y

x

ADD

Nurse

VIE W

X

DELETE

DELETE

X

MODIF Y

MODIF Y

X

ADD

ADD

X

VIE W

VIE W

Administrator

Shift
Management

As you proceed to sanity testing, this chart helps you identify the
risk level associated with each relationship and prioritize testing
to ensure problems in high-risk areas are found and fixed first.
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Create Detailed Test Cases
To aid in HIPAA compliancy and provide an exact traceable
record of what is tested, our test cases are written with very
explicit details. The individual steps to be executed are broken
down to a low-level action (with sample input if applicable) and
a specific expected result. This way, test cases can be failed at
specific steps, making it easier to write clear defect reports.

EXAMPLE: Test Case Details
Test #1234: Nurse Edit Patient Charting Care Plan
Here is how a test case for a nurse logging in and viewing a
patient’s care plan might look.

Step

Description

Expected Results

1

Start the application.

Login screen appears.

2

Login as nurse.

Nurse view of application opens.

3

Click Patients link.

A list of only the nurses patients is displayed.

4

Click on patient in the list.

The selected patient’s Patient Charting record is displayed.

5

Click the Care Plan link.

The patient’s care plan is displayed in the correct layout
according to the wireframe.

6

Press Edit button.

The Edit Patient Care Plan popup opens with proper layout.

7

Clear the information in the mandatory
fields. Press Save.

A message is displayed saying mandatory data is missing or
invalid. Asterisks and examples of valid data are beside the
offending fields.

8

Enter data that is too long for one of
the fields.

Only the maximum length of data is displayed in the field.

9

Enter valid different data into the
fields. Press Save.

The Edit Patient Care Plan popup closes and the patient’s new
care plan is displayed.

10

Click Back to Patient List link.

The patient is still displayed properly in the list.

11

Click Logout link.

Nurse is logged out of the application.
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Five Main Areas for HIPAA Compliancy Testing
For simplicity, we describe HIPAA compliancy testing in five main
areas (there is some overlap between them):
1. User authentication
2. Information disclosure
3. Audit trail
4. Data transfers
5. Information on correct data use

User Authentication
User authentication to the application is typically one of the
following:
•

Ownership-based, for example: ID cards

•

Knowledge-based, for example: user id / password

•

Biometric-based, for example: fingerprint

User authentication testing needs to cover more than just the
successful login path for each role as described in the sanity
testing section. In addition to this, test the negative path and
more intricate test cases such as the following (depending on the
method of authentication):
•

•
•

•

•

macadamian

Login failure for each of the following reasons, where applicable:
• empty user id
• empty password
• invalid user id (including case-sensitivity if applicable)
• invalid password (including case-sensitivity if applicable)
• expired account
• blocked account
• Locked-out account (after repeatedly failing login x
number of times)
Login success after password change
Characteristics of password change itself:
• cannot reuse previous x passwords
• forced to change after certain time period
Login idle timeout (user session expires after being idle for a
period of time) on both workstations and mobile devices
Login credentials not stored in application memory (if
required for security)
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For applications that also execute on a mobile device with
reduced code, conduct separate testing for user authentication
on the actual device.
Again, make use of the Roles Matrix to ensure users are granted
the correct access level to all application components.

Information Disclosure
Information disclosure is typically limited with two main strategies
(but both may not necessarily be tested if they are not used in
the application under test):
•

•

Role-based access (RBA) – grouping of users into logical
classes which have certain levels of access to specific
application components (as described in our Roles Matrix).
Patient allocation (PA) – supervisor assigns patients to a
healthcare provider for a specified period of time (for example
a shift in a hospital on a specific floor).

As discussed in the Sanity Testing and User Authentication
sections, your testing strategy needs to ensure that information
disclosure is limited by RBA (or similar strategy used in the
application under test).
When applicable, design test cases to ensure that the PA
limitations are also respected, such that application users are
only able to view/add/modify/delete patient information that
they are supposed to currently have access to, and not able to
view / add / modify / delete information for patients that have
not been currently allocated to them.
Also under the topic of limiting information disclosure, your test
strategy needs to ensure that if the application is uninstalled that
all EPHI (electronic-protected health information) is completely
removed / deleted from the mobile device or system. This
includes checking all the locations in which the application may
have written data, such as install directory (default or custom),
Windows Registry, and / or user folder.
As discussed in the section on Audit Trails, also verify that
all accesses and attempts to access EPHI are identified and
reported.
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Audit Trails
After sanity testing, you should also conduct a more thorough
analysis of the audit trail. Depending on the format of the audit
trail (for example, it could be log files, database entries, etc.) you
might use comparison tools to verify that the entries produced
match previously constructed benchmarks of expected entries.
Perform the following verification:
•

That all expected audit trail entries exist, for every operation
performed on the EPHI (electronic-protected health
information).
Make use of the Roles Matrix to ensure no operations
(performed by each role) are missed when writing detailed
test cases that specify exactly which entries are expected.
• Also ensure that entries are created for actions performed
on all types of devices, including mobile.
That each audit trail entry contains the following information:
•

•

Date and timestamp of the action
The user id / name of the user performing the action
• The access level of the user
• The patient record id (if applicable) on which the action
was performed
• The action performed or attempted
• The specific application component from which it was
performed (e.g., billing vs. patient charting)
• The location or system id (if applicable) from which the
action occurred (e.g., the hospital or clinic’s NPI (National
Provider Identifier)
Entries conform to the software’s clarity requirements, and
that the audit trail can be easily followed, if necessary for a
future investigation.
•
•

•

•

Entries cannot be removed from the audit trail.

•

Audit trail can only be viewed by certain user accounts.

•

•
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All attempts to breech security are recorded in the audit trail
in such a way that they stand out for easy identification.
Audit trail is encrypted.
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Data Transfers
In addition to the encryption verification performed on the
database and audit trail during the sanity testing stage, also
use a network analyzer tool (such as Wireshark) to ensure EPHI
(electronic-protected health information) is encrypted during:
1. Data access between all workstations and mobile devices on
which the application is installed and the database.
2. Data transfers to an external location.
3. The movement of data to an offline storage location.
If the application under test involves healthcare business
practices like the electronic transfer of claims transactions,
remittance advices, enrollment and eligibility transactions, then
the test strategy should ensure that the proper EDI (electronic
data interchange) X12 formats are used for these processes.

Information on Correct Data Use
Also verify that the application provides an explanation of correct
data use prior to access. Depending on the application, this
could be in the form of verifying there is a help page available for
each specific operation that involves EPHI (electronic-protected
health information), or testing of a training version of the
application that allows users to see how the application works
before granting access to real EPHI.
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Thank you.
Macadamian is a full service software design
and development firm. From product ideation
to market ready – and everything in between,
we provide a complete range of usability, design
and engineering services. From big consumer
brands to enterprise, telecom, and healthcare; our
solutions are founded in design that thinks of the
customer first while leveraging the cloud, Big Data,
and Internet of Things to deliver context-aware
and adaptive experiences.. The result? Engaging
software solutions that have a direct impact on the
bottom line.
Visit macadamian.com
Call 1-877-779-6336
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